[Iprnoxenue NQ 2
NuadopmanmnoHHas mamsTKa s 00yJaronuxcs AJj1s pa3MeleHus Ha ouIiuaabHbIX THTepHeT-
pecypcax

C KaXIpIM TO/IOM MOJIOJIE’KM B UHTEPHETE CTAaHOBUTHCA OOJIbINIE, a IIKOJBHUKU OJIHHM U3 CAaMBbIX
aKTUBHBIX MoJib30BaTesiedl PyHera. Mexay TeM, MOMHMO OTPOMHOIO KOJIUYECTBA BO3MOKHOCTEM,
WHTEPHET HeceT U IpobJieMbl. JTa MaMATKa I0JKHA TIOMOYb Tebe 6e3011acHO HaXOIUThCSA B CETH.
KomnbioTepHbIE BUPYCHI
KommnbpioTepHBINI BUpPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEDHBIX IIPOTPAMM, OTJIMYUTEIbHON
0COOEHHOCTBI0O KOTOPOH SBJIsIETCS CIOCOOHOCTh K Pa3MHOXKEHUIO. B /I0mOSTHEHWE K 3TOMY, BUPYCHI
MOTYT TIOBPEJIUTh WJIM TIOJHOCTHIO YHHUUTOXKHUTH Bce alijibl U JIaHHBIE, TOJKOHTPOJIbHbBIE
TI0JIb30BATEJI0, OT IMEHHU KOTOPOTO ObLjIa 3allylleHa 3apa’k€éHHasA MPOrpaMMa, a TaKKe MMOBPEAUTD MU
Ja’ke YHUUYTOXKUTH OMEPAIMOHHYIO CHCTEMY CO BceMH (aiiylaMu B 1esioM. B OOJIBIIMHCTBE CiIydyaeB
pacrnpocTpaHAITCA BUPYChl Yepe3 UHTEPHeT.
MeTo/1bI 3aLIIUTHI OT BPEAOHOCHBIX IIPOTPAMM:
1. Mcnosnb3yil coBpeMeHHbIe OIepaIlMOHHbIE CHCTEMBbI, UMEIOINE CEPhE3HBIN YPOBEHDb 3AIUTHI OT
BP€JIOHOCHBIX IIPOTPaMM;
2. [TocTossHHO ycTaHABIUBAM MTauTH (U POBHIE 3AIJIATKY, KOTOPhIE aBTOMAaTUYECKH YCTAHABINBAIOTCS
C IeJIBI0 IOPabTKU MPOrpaMMBbl) U APyTrre OOHOBJIEHUS CBOEU ONeparimoHHON cucTeMbl. CkaunBau ux
TOJIBKO ¢ OHUIUaIBHOTO caiita paspaborumka OC. Ecim cymecTByeT peXuUM aBTOMATHYECKOTO
OOHOBJIEHHS, BKJIIOYH €I0;
3. Paboraii Ha cBoeM KOMIIBIOTEpE MO IIPABaMU [10JIb30BaTEJsA, 4 He 3/IMUHUCTPATOPa. TO HE TO3BOJIUT
OOJIBIITMHCTBY BPEAOHOCHBIX ITPOTPAMM MHCTAJIMPOBAThCA HA TBOEM IIEPCOHAIILHOM KOMIIBIOTEDE;
4. UWcnonp3y!l aHTHUBUDYCHble IpPOTPAMMHBIE IIPOAYKTBHI U3BECTHBIX IPOU3BOAUTENIEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;
5. Orpanuub pU3NYECKUU JOCTY K KOMIIBIOTEPY /I/Is1 IOCTOPOHHUX JIUII;
6. Mcnosip3yll BHEIlIHYE HOCUTEIU UH(pOpMALIU, TaKUe KakK (piremka, IUCK Win Qailsl U3 UHTEPHETA,
TOJIbKO U3 PO epEeHHBIX HCTOUYHUKOB;
7. He oTKpbIBail KOMIbIOTEPHBIE (DAMIIBI, TOJTyUYEHHBIE U3 HEHAEKHBIX UCTOYHUKOB. Jlaxke Te (aiibl,
KOTOPBIE IIPUCJIAJ TBOM 3HAKOMBIH. JIydIlle yTOUHU Y HETO, OTIIPABJISA JIM OH Tebe uX.
Cetu WI-FI
Wi-Fi - 3T0 He BUJ Nepeadyy IaHHBIX, He TEXHOJIOTHSA, a BCETO JIUIIL OpeH/I, Mapka. Eie B 1991 roay
HU7IepJIaHJICKasA KoMIaHusA 3apeructpupoBana O6penn «WECA», uro ob603Hayaso CJIOBOCOUYETaHHE
«Wireless Fidelity», koTopsIii mepeBoIUTCS KaK «OeCITPOBO/THAS TOUHOCTD>.
Jlo Hamiero BpeMeHU JiolLIa Apyras abbpeBuaTypa, KOTOpas SIBJIAETCSA TaKOU Ke TeXHOJOTHeH. ITOo
abbpesmnatypa «Wi-Fi». Takoe Ha3BaHHWe OBUIO JJAHO C HAMEKOM Ha CTaHJIAPT BBICIIMN 3BYKOBOU
texHuku Hi-Fi, 4To B mepeBo/ie 03HAUaeT «BBICOKAs TOYHOCThY.
Jla, 6GecriyiaTHBIN UHTEPHET-JIOCTYII B Kade, OTeJIsAX U a3POIOPTax SABJAETCA OTJIUYHON BO3MOXKHOCTHIO
BBIXOJIa B MHTepHeT. HO MHOTrHe 3KCIEePThI CUUTAIOT, UTO obienoctynHbie Wi-Fi ceTu He ABIA0TCA
6e301macHBIMH.
CoBetbl 10 6€3011aCHOCTH paboTe B OOIIEAOCTYITHBIX ceTsax Wi-fi:
1. He mepeziaBaii cBow ysinuHyio uHopMaluio uyepe3 obmienocrynHble Wi-Fi cetu. Paboras B Hux,
>KeJIaTeJIbHO He BBOJIUTD NAPOJIU JOCTYIIA, IOTUHBI 1 KAKHEe-TO HOMEPA;
2. Mcnosp3yit 1 0OOHOBJIAN aHTUBUPYCHBIE IIPOrpaMMBbl U OpaHaMayep. TeM caMbIM Thl 00€30TIaCHIITb
cebs1 OT 3aKauKU BUpyca Ha TBOE YCTPOMCTBO;
3. ITpu ucnonpzoBanum Wi-Fi oTxtioun dyHkiuio « OO0yl foctyn K dhaiyiaMm u IpuHTepaMm». J[laHnHas
(pyHKIMA 3aKpBITa IO YMOJTYAHUIO, OJHAKO HEKOTOPbIe MOJIb30BaTeIn aKTUBUPYIOT €€ i yAo0cTBa
HCIIOJIb30BaHUs B paboTe MK yueoe;
4. He wucrnonpayur nyosmwmunsiii WI-FI 11 mepegaum JIMYHBIX JAaHHBIX, HAIpUMep JIJIA BBIXOZIAa B
COIMAJIbHBIE CETH WJIU B 3JIEKTPOHHYIO TIOYUTY;
5. Mnosie3yi ToJibKO 3amuineHHoe coenuenue uepe3 HTTPS, a ue HTTP, 1.e. mpu Habope Beb-aapeca
BBOJIM UMeHHO «https://»;
6. B mobunpHOM TestedpoHe oTkiatounm (yHkuio «Ilopkmouenue k Wi-Fi aBromatuuecku». He
JOIyCKall aBTOMaTHYECKOTO MTOAK/IIOUEHHs yeTporicTBa K ceTsaM Wi-Fi 6e3 TBoero corsacus.
ConuanpHbIE CETH
ConuasibHble CeTH AaKTUBHO BXOJIAT B HAIILY *KU3Hb, MHOTHE JIIOAU PA0OTAIOT U KUBYT TaM IIOCTOSHHO, a
B Facebook y:xe 3aperucrpupoBaH MUJLTHAD]T YEJIOBEK, YTO SIBJISIETCS OJTHOU CEAbMOU BCEX KUTEJIEN
IUIaHeThl. MHOTHE 0JIb30BaTeIN He MOHUMAIOT, YTO HHGOpMAaIus, pa3MellleHHas UMH B COIIMAIbHBIX
CeTAX, MOXKEeT ObITh Hal/ieHa U WCIO0JIb30BaHA KEM YTOJHO, B TOM 4HCJIe He 00513aTeIbHO ¢ OJ1arumMu
HaMepeHUsIMH.



OcHOBHBIE COBETHI IO OE€30MACHOCTH B COIIMAJIBHBIX CETHX:

1. OrpaHuyYb CIUCOK JIpy3ei. Y TeOs B Ipy3bsIX He JI0JIKHO OBITh CIyYaiiHbIX 1 HE3HAKOMBIX JIIOJIEH;

2. 3auuinayn cBOIo YacTHYIO *ku3Hb. He ykaspiBall maposiy, TesedoHbl, apeca, 1aTy TBOETO POXKIAEHUA
U IPYTYIO JIUYHYIO0 HHpOpManuio. 3JI0yMBIIIIJIEHHUKYA MOTYT HCIIOJIb30BaTh Aake NHMOPMALHUIO O TOM,
KaK Thl ¥ TBOU POJIUTENU IVIAHUPYETE IPOBECTU KAHUKYJIBI;

3. 3amuInai CBOI PEIyTANHIo - JAEPXKU €€ B YHCTOTE U 3a7laBail cebe BOIIPOC: XOTea OBbI ThI, UTOOBI
ZpYTHE T0JIb30BATEN BHUJIEJH, YTO ThI 3arpy:kaemis? [logymaii, mpexzie 4emM YTO-TO OIyOJIMKOBATh,
HanucaTh U 3arpy3UTh;

4. Ecsiu THI TOBOPHUIIIB C JIIOABMH, KOTOPBIX He 3Haelllb, HE UCIOJIb3YH CBOE peayibHOe UM U JIPYTYIO
JIMYHYTI0 HHPOPMAITUH: UM, MECTO KUTEJIHCTBA, MECTO yueObl U IIPOYeE;

5. 36erait pasmemenusa ¢ororpaduii B IHTepHeTE, T/e Thl n300pakeH Ha MECTHOCTH, 10 KOTOPOU
MOXKHO OIIPEZIeJIUTh TBOE MECTOIIOJIOKEHUE;

6. [Ipu perucrpanuu B COUAIBHON CETH HEOOXOAMMO HCIIOJIH30BATH CJI0KHBIE ITAPOJIU, COCTOSAIINE U3
OykB 1 udp U C KOJIMUECTBOM 3HAKOB He MeHee 8;

7. JIJIsl CONUAIbHOM CETH, IMOYUTHI U APYTUX CAUTOB HEOOXOITMMO MCIIOJIL30BaTh pa3Hble maposiu. Torma
ecyIu Te0s1 B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKHY ITOJIyYaT IOCTYII TOJIBKO K OTHOMY MECTY, a He BO Bce cpasy.
DJIeKTPOHHBIE JEHbIU

OJIEKTPOHHBIE JIEHBTHM — 5TO OYE€Hb YIOOHBIN CIIOCOO ILIaTeXkel, OTHAKO CYIIEeCTBYIOT MOIIEHHUKH,
KOTOPBI€e XOTAT IOJIYYUTD 3TH JIEHbI'H.

DeKTPOHHBIE JIeHbI'N MTOABUWINCH COBCEM HETAaBHO U MUMEHHO U3-3a 3TOT0 BO MHOTUX I'OCyZlapCTBaxX 10
CUX IIOp He IPOIHCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHU QYHKIIMOHUPYIOT U O HUX Y?Ke IIPOIIUCAHO B 3aKOHE, T7e UX Pa3/esIaioT Ha HECKOJIBKO
BU/IOB - aHOHMMHBble U He aHOHUMHble. PazHuIla B TOM, YTO aHOHUMHBIE - 3TO Te, B KOTOPBIX
paspemiaercsi MPOBOAUTH orepanuu 0e3 UAeHTU(DUKANNN I[0Jb30BaTeNsA, a B HEAHOHUMHBIX
UeHTUDUKAIIUY TTOJIb30BATENSA ABJISETCS 0053aTeIbHOM.

Taxoke cemyeT pa3sindaTh 3JIEKTPOHHbIE (UaTHBIE JeHBI'W (PaBHBI T'OCYAAPCTBEHHBIM BAJIIOTaM) U
3JIEKTPOHHbBIE HE(HUATHBIE JIEHbI'N (HE PaBHBI TOCY/IAPCTBEHHBIM BATIOTaM).

OCHOBHBIE COBETHI 110 H€30IIACHON paboTe C 3JIEKTPOHHBIMU JIEHbIaMHU:

1. [TpuBszku K cueTy MOOWJIBHBIN TesedOH. ATO camMbIil yIOOHBIM U OBICTPHIN CIIOCOO BOCCTAHOBUTH
noctyn K cuety. IIpuBsizaHHBIA Tesie)OH IMOMOIKET, €cJIi 3a0y/iellb CBOU IIAT€KHBIA MMapoJIb WU
3al/Ielb Ha CAUT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. Mcnosnb3yit oiHOpa3oBkle naposu. Ilocsie mepexosa Ha YCHJIEHHYIO aBTOPU3aIiio Tebe yxe He Oy/ieT
YTPOXKATh OMACHOCTh KPaKU WM IlepexBaTa IIaTeXKHOTO MapoJIs;

3. Beibepu ciioxxHBINM mapoJsib. [IpecTymiHIKaM OyeT He TPOCTO yraZlaTh CI0XKHBIN aposb. HajexHbie
MapoJd — 3TO MApOJIH, KOTOPBIE COAEpP:KAT HE MeHee 8 3HAKOB M BKJIIOYAIOT B ceOS CTPOUHBIE U
mpomnucHble OyKBbI, HIU(PHI W HECKOJIBKO CHMBOJIOB, TaKHe Kak B3HaK JoJjulapa, QyHTa,
BOCKJIMIIATEJIbHBIN 3HAK U T.N1. Hanpumep, StROng!;;

4. He BBOZM CBOM JINUHBIE JTAHHBIE HA CAUTaX, KOTOPHIM HE JIOBEPSEIIIb.

AJIeKTPOHHAA IIOHTA

DJIeKTPOHHAA IOYTa — 3TO TEXHOJIOTUA U IPEIOCTaBJIsIeMble €10 YCIYTH MO IepechlIKe U MOJIyYeHUI0
3JIEKTPOHHBIX COOOIIEHNH, KOTOPBIE PACIPENEIISAIOTCA B KOMIbIOTEPHOU ceTh. OOBIYHO 3JIEKTPOHHBIN
TIOYTOBBIN AIIUK BBITJVIAUT CAEAYIOMNM 00pa3oM: UMsI_IOJIb30BaTeA@uUMsI_AoMeHa. Takke Kpome
TepeJiavaul IIPOCTOTO TEKCTA, UMEETCs BO3MOXKHOCTD epeiaBaTh (haiibl.

OcHOBHBIE COBETHI IO Oe30macHON paboTe ¢ 3JIeKTPOHHOMN OYTOM:

1. Hayio BpIOpaTh MpaBUJIBHBIN MOYTOBBIN cEPBUC. B MHTEpHETE €CTh OrPOMHBIN BBIOOP OeCIIaTHBIX
IIOYTOBBIX CEPBUCOB, O/THAKO JIYUIIIEe IOBEPATH TEM, KOT'O 3HAElb U KTO IIePBBII B PEUTUHTE;

2. He ykaspBali B JIMYHOW TmouTe JINYHYIO wuH@opmanuo. Hampumep, sydine BbIOpaTh
«My3bIKaJIbHBIN__(haHAT@ » WU «POK2013» BMeCTO «TeMal3»;

3. Hcnosb3yil ABYXOSTAlHYI0 aBTOPU3AIUI0. JTO KOTJ[A IMOMHMO IIapoJisi HYKHO BBOJUTH KO,
npucbLIaeMblil mo SMS;

4. Bpibepu CcOKHBIA TApOJIb. JIJI Ka)KJOTO TOYTOBOTO SAIIUKA JOJKEH OBITh CBOU HAJIEKHBIM,
YCTOUYUBBIU K B3JIOMY I1apOJIb;

5. Ecyt ecTh BO3MOKHOCTH HAIlMCAaTh CAMOMY CBOU JIMUHBIN BOIIPOC, UCIOJIB3YH 3Ty BO3MOXKHOCTb;

6. Vcnosb3yil HECKOJIBKO ITOYTOBBIX SIIUKOB. IlepBBI Aj11 YacTHOU IEPENUCKU C ajpecaTaMu,
KOTOPBIM THI JIOBepsellb. JTO 3JEKTPOHHBIA ajJipec He HAJI0 HCIOJIb30BaTh IIPU PETUCTPAIUU Ha
dopymax u cantax;

7. He oTkpbIBail paiyibl U Apyrue BJIOKEHUA B IHUCHhMAax Jlake eCJIM OHU IPUIIIA OT TBOUX JIpy3el.
Jlydiiie yTOYHH y HUX, OTIIPABJISLJIN JIM OHU Tebe 3TU (paiiisr;



8. IToce okoHUaHUA pabOTHI HA ITOYTOBOM CEPBHCE TEPE]T 3aKPHITHEM BKJIAJKU C CAUTOM He 3a0yab
Ha)KaTb Ha « BIATH».
KubepOy uTHHT MJIH BUPTYaJIbHOE U3/I€BATEIHCTBO

KubepOy/utiHT — TIpecjieZloBaHUE COOOIIEHUSIMHU, COAEPIKAINIMMHU OCKODOJIEHUs, arpeccuio,
3alyruBaHUe; XyJUTAHCTBO; COIMAJIbHOE OOWKOTHPOBAHHWE C IIOMOINBIO Pa3JTUYHBIX WHTEPHET-
CEPBUCOB.

OcHOBHBIE COBETHI 110 OOPBHOE ¢ KNOEPOYITTMHTOM:

1. He 6pocatica B 60ii. JIyuiuii cioco0: IOCOBETOBATHCS KaK ce0sI BECTH U, ECJIN HET TOTO, K KOMY MOKHO
o0paTuThecs, TO BHAYaJIE YCIIOKOUThCA. ECiu Thl HAUHeNIh OTBEYATh OCKOPOJIEHUAMU HA OCKOPOJIeHu,
TO TOJIBKO el1le OOJIbIIIE Pa30skKIKelTb KOHDIIUKT;

2. YrpasJisaii cBoel kubeppelryTaueni;

3. AHOHUMHOCTh B ceTd MHHMafA. CyIecTBYIOT CIIOCOOBI BBIACHUTH, KTO CTOUT 32 AHOHUMHBIM
aKKayHTOM;

4. He crout BecTu Xysuranckuii o0pa3 BUPTYaJIbHOM KU3HU. IHTepHET (PUKCUPYET BCe TBOU JIEHCTBUSA
U COXpaHsAeT UX. YAAJIUTH UX OyJieT KpaliHe 3aTPYAHUTEIBHO;

5. Cobutio/1ali CBOM BUPTYaAJIbHYIO YECTH CMOJIOY;

6. UrHopupy#dl enmHuuHbIE HeraTuB. OJIHOpPA30Bble OCKOPOUTEJbHBIE COOOIIEHUS JIydllle
urHopupoBaTh. OOBIYHO arpeccus MpeKpamnaeTcs Ha HAYaJIbHOM CTaJIuH;

7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHHUSMU, B COIIMAIBHBIX CETAX €CTh
BO3MOXKHOCTH OJIOKHPOBKH OTIIPABKU COOOIIEHUN C OIIPE/IEJIEHHBIX aIPECOB;

8. Ecsiu TBI cBUjieTesnh KubepOysinHra. TBOU AeHCTBUA: BBICTYIIUTDh IIPOTUB IIPeCiIe/IoBaTe s, ITOKA3aTh
€My, YTO €ero JeWCTBUsS OIEHUBAIOTCS HEraTUBHO, IOJIJIep:KaTh JKEPTBY, KOTOPOM HYKHA
MICUXO0JIOTUYECKAs IOMOIIb, COOOIIUTE B3POCIIBIM O (PaKTe arpeCCUBHOTO ITOBEJIEHUS B CETH.
MoO6wibHBIH TestedhOH

CoBpeMeHHbIe cMapTGHOHBI U IUIAHIIETHI CO/IEPKAT B cebe BIIOTHE B3POCIbIN (MYHKIIMOHAJ, U TEIeph
OHU MOTYT KOHKYPHUPOBATh CO CTAI[MOHAPHBIMU KoMIbloTepaMu. OAHAKO, CPEACTB 3alUTHI JJIA
O00HBIX YCTPOMCTB MMOKA OUeHb MaJsio. TecTupoBaHUe U IOUCK YA3BUMOCTEHN B HUX IIPOUCXO/IUT HE TaK
WHTEHCHUBHO, Kak 71 [1K, To ke camoe kacaeTcsi 1 MOOUJIBHBIX IIPUJIOKEHUH.

CoBpeMeHHbIE MOOWIbHBIE Opay3ephl y:Ke IMPAKTUYECKU JIOTHAJIW HACTOJIbHBIE aHAJIOTH, OJHAKO
pacmupenue GyHKIIMOHAJIA BevYeT 32 cOO0U OOJIBIIYIO CJI0KHOCTh M MEHBIIIYIO 3aIUIIEHHOCTD.
Jlajieko He Bce MPOM3BOAUTEIH BBIITYCKAIOT 0OHOBJIEHN S, 3aKPBIBAIOIINE€ KDUTHUYECKHE YSI3BUMOCTH JJIs1
CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI 7151 0€30TIaCHOCTH MOOMJILHOTO TesiepoHa:

1. Huuero He sBJgeTcs no-HacrosmeMy beciuiaTHbIM. Byib 0cTOpOXKeH, Be/ib KOT/Ia Tebe MpejIaraT
OecCIUIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IJIaTHbIE YCIIYTH;

2. [Tymaii, mpexze ueMm oTpaBuTh SMS, ¢oto wiu Buzieo. Thl TOUHO 3HAEIITD, T7ie OHU Oy/IyT B KOHEYHOM
urore?

3. Heo6xoaumo 06HOBJIATH ONEPAIIIOHHYIO CHCTEMY TBOETO CMapTQOHa;

4. Vlcrionb3yit aHTUBUPYCHBIE TPOTPAMMBI JJ1s1 MOOMJIBHBIX TeIE(DOHOB;

5. He 3arpy:xaii IpuIoKeHUs OT HEU3BECTHOTO UCTOYHHKA, Be/Ib OHU MOTYT CO/Iep:KaTh BPEJOHOCHOE
IIporpaMMHOe o0ecIieueHue;

6. Ilocse Toro Kak ThHI BBIUJENIb C CAWTa, IZle BBOAWI JIMUHYI0O MH(MOpPMALUIO, 3al/I1 B HACTPOUKU
Opaysepa u yzganu cookies;

7. Ilepuogruecku MpoBepsi Kakue MJIaTHbIE YCJIyTH aKTUBUPOBAHbI HA TBOEM HOMeEDeE;

8. laBaii cBOIl HOMEP MOOMJIBHOTO TesIe(OHA TOJIHKO JIFO/ISIM, KOTOPBIX ThI 3HAEIIh U KOMY JIOBEPSIEIIIb;
9. Bluetooth goyken ObITH BEIKTIOUEH, KOT/IA ThI UM He IMOJIb3yelbes. He 3a0b1Bail MHOT/IA IPOBEPATH
3TO.

Online urpsr

CoBpeMeHHbIEe OHJIAH-UTPHI - TO KPACOUHBIE, 3aXBaThIBAIOIIE PA3BJI€UeHNs, O0BEeUHAIONINE COTHU
THICAY 4YeJOBeK IO BceMy MUpy. Urpoku ucejieayoT JAaHHBIM UM MHUpP, OOIIAIOTCA JIPYT € APYTOM,
BBITIOJIHAIOT 33/IaHUA, CPAXKAIOTCA ¢ MOHCTPAMHU U IIOJIYYalOT OMBIT. 32 YZI0OBOJIbCTBHE OHU ILJIATAT:
MTOKYTIAIOT JIUCK, OIUIAYUBAIOT a00OHEMEHT WJIM PHUOOPETAIOT KAKHEe-TO OIIIUH.

Bce aTu cpeicTBa HMAYT Ha TOJJIep)KaHHE W Pa3BUTHE WIPBI, a TAaKXKe Ha camMy Oe30MacHOCTH:
COBEPIIIEHCTBYIOTCA CHUCTEMbI aBTOPHU3AI[UH, BBIMTYCKAIOTCA HOBbIe MaTud (Mu¢pOBble 3arIaTKU JJIA
IIpOrpaMm), 3aKpbIBAIOTCA YA3BUMOCTU CEPBEPOB.

B mo00HBIX UTPAX CTOUT OIACATHCSA HE CTOJIBKO CBOUX COIIEPHUKOB, CKOJIBKO KPaKU TBOETO I1apoJid, Ha
KOTOPOM OCHOBaHAa CHCTeMa aBTOpU3aI[UU OOJIBIINHCTBA UTP.

OcCHOBHBIE COBETHI 10 O€30TIaCHOCTU TBOETO UTPOBOTO aKKAYHTA:



1. Ecoiu npyroit urpok BezieT cebs IJI0X0 WIN co3/aeT Tebe HeIPUATHOCTH, 3a0JIOKUPYH ero B CIIUCKE
WUTPOKOB;

2. [Toxkamyiica aqMUHHUCTPAaTOpaM UIPHI Ha IJIOX0e II0BeJleHUe 3TOTO UTPOKA, XKeJIaTeJIbHO IIPUJIOKUTD
KaKue-TO JI0Ka3aTebCTBA B BU/IE CKDHUHOB,

3. He yxasspiBaii inuHyo nHpopMaIuoo B npodaiisie Urpsi;

4. YBakail IpyTux y9aCTHUKOB I10 UTPE;

5. He ycranaBiuBali HeopunyaibHble IaTYU U MOJIbI;

6. Mcnosib3yl cj10:KHBIE 1 Pa3Hble I1apOJIH;

7. Jlaxke BO BpeMs UTPHI HE CTOUT OTKJII0YaTh aHTUBUPYC. [Toka ThI urpaelb, TBOM KOMIIBIOTEP MOTYT
3apas3uTh.

QUIIMHT WK KpaXka JIMYHBIX JAHHBIX

OOBIUHOM KpaXKkel JIeHeT U TJOKYMEHTOB CETO/[H:A y>Ke HUKOTO He y/INBUIIb, HO C PAa3BUTHEM UHTEPHET-
TEXHOJIOTUH 37I0YMBIIIJIEHHUKY ITEPEMECTUIINCH B UHTEPHET, U ITPO/IOJKAIOT 3aHUMAThCSA «JTIOOMMBIM »
J1eJIOM.

Tak mosiBUach HOBasg yrpo3a: MHTEPHET-MOIIEHHUYECTBA WJIN (UIIUHT, IJIaBHASA IeJIb KOTOPOTO
COCTOUT B MOJIyUYeHHU KOH(QUIEHIINAJIbHBIX JAHHBIX II0JIb30BaTejiell — JIOTHHOB W mapoJsieil. Ha
aHTJIUICKOM s3bIKe phishing unraercs kak pumuar (oT fishing — priOHas s1oBiis1, password — maposin).
OCHOBHBIE COBETHI 110 60phOE ¢ HUITHHTOM:

1. Ciemu 3a cBouM akkayHTOM. Ecium Thl mojio3peBaelb, YTO TBOsS aHKeTa ObLIA B3JIOMaHa, TO
He0oOX0MMO 3a0JIOKUPOBATD €€ U COOOIIUTH 3JIMUHHUCTPATOPaM pecypca 00 3TOM KaK MOXKHO CKOpee;
2. Mcnosnbayii 6e30macHbie BeO-CalThl, B TOM UHCJIE, THTEPHET-Mara3nHOB U ITOMCKOBBIX CHCTEM;

3. Ucmonp3y#l ciokHble HW pa3Hble mnapoiau. Takum obpaszoM, eciu TebOA B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKY IOJIy4aT JOCTYII TOJIBKO K OJHOMY TBOEMY IIPO(]UIIIO B CETH, a HE KO BCEM;

4. Eciu Tebs1 B3710MaIIH, TO HEOOXOMMO TIPEAYIIPESUTD BCEX CBOUX 3HAKOMBIX, KOTOPBIE JI00aBJIEHBI Y
TeOS B IPY3hSX, O TOM, UYTO TeDs B3JIOMAIU U, BO3MOXKHO, OT TBOETO UMEHU OY/IET PACChUIATHCS CIIaM U
CCBUIIKU Ha (DUILIMHTOBBIE CATHI;

5. YcraHoBH HajieskHbIN 11apostb (PIN) Ha MOOMIBHBIN TetedOH;

6. OTKII0YU cOXpaHEeHUe [1apoJisd B Opaysepe;

7. He oTkppIBail (paiyibl U Apyrue BJIOKEHUA B IHUCHhMAax Jlake eCjId OHM IPUIIIA OT TBOUX JIpy3el.
Jlydiiie yTOYHU y HUX, OTIIPABJISJIN JIM OHU Tebe 3TU (paiiibl.

[Mudposas penyranus

[udpoBad pemyranusa - 3TO HeraTWUBHAsA WJINM TNO3UTHBHAs wuWHoOpManus B ceTu O Tebe.
Komnpomerupywomasa uHopMmanus pasMellleHHass B HWHTEpPHETEe MOMKET Cephe3HBIM 00pa3om
OTpa3uTbCA Ha TBOEW peasibHOU XuU3HU. «IludpoBas pemyranus» - 3TO TBOU HUMUJK, KOTOPBIU
dopmupyercs n3 undopmaruu o Tebe B UHTEPHETE.

TBOe MecTO KUTEeJIbCTBA, YUebbl, TBOe PUHAHCOBOE MOJI0KEHNE, 0COOEHHOCTH XapaKTepa U paccKasbl O
OJTM3KUX - BCE 3TO HAKAILJIUBAETCS B CETH.

MHor#He MOIPOCTKH JIETKOMBICJIEHHO OTHOCATCSA K IyOIUKAITUY JINIHON nHGopManuu B IHTepHETE, HE
MIOHUMAas BO3MOXKHBIX MocjaeAcTBUM. Thl ake He CMOXKeIIb J0TaZilaTbCsl O TOM, 4uTO (oTorpadus,
pasMellieHHas 5 JieT Ha3aJl, cTajla IPUUYNHON OTKa3a IPUHATH TeOsA Ha paboTy.

KommeHTapuu, pa3meliienre TBoUx dororpaduii u Apyrue AeicTBUA MOTYT He UCUE3HYTh Ja)Ke Mocjie
TOTO, KaK ThI UX y/IaIUIIb. Thl HEe 3HAEIIb, KTO COXPAHWI 3TY UH(OPMAIHIO, II0Iajia JIK OHA B IOMCKOBBIE
CUCTEMBI ¥ COXPAHUJIACh JIM OHA, a TJIABHOE: UTO MTOAYMAIOT O Tebe OKpY»Kalollee JIFOAM, KOTOpble HAaHyT
U yBUAAT 5T0. HaliTy mHGOpPMANHIO MHOTO JIET CIIYCTS CMOXKET JII000H - KaK U3 IOOPBIX MOOYKAEHUH,
TaK ¥ C HaMepeHUueM NPUUYUHUTH Bpel. ITO MOKET ObITh KTO YTOHO.

OcHOBHBIE COBETHI O 3a1UTe NUGPPOBON pelyTaIuu:

1. [Togymaii, mpek/ie UeM 4TO-TO ITyOJIUKOBATh U MEPeiaBaTh y cebsi B 0J10Te WK B COIHMAIBHOU CETH;
2. B HacTpoiikax mpodusis ycTaHOBU OTPAHUYEHUS HA IIPOCMOTP TBOETO MPOGUIIA U €r0 COAEPKIMOTO,
c/ieJiail ero TOJIBKO «JIJISI IPy3€eii»;

3. He pa3mertaii u He yka3bpiBail mHGOPMAIIUIO, KOTOPAasA MOKET KOTO-JTNO0 OCKOPOJIATh MU O0MKATh.
ABTOpCKOE IPaBO

CoBpeMeHHbIE IKOJILHUKU- aKTUBHBIE MT0JIb30BaTeIU MU(POBOro mnpocrpancTBa. OIHAKO JTATIEKO He
BCe 3HAIOT, YTO M0JIb30BaHHE MHOTUMHU BO3MOKHOCTSAMU IU(PPOBOTO MHUpPa TpeOyeT COOTI0/IeH s IIPaB
Ha UHTEJUJIEKTYJTbHYI0 COOCTBEHHOCTb.

TepMUH «UHTEJUIEKTyaIbHAsE COOCTBEHHOCTh» OTHOCHUTCS K PA3JIMYHBIM TBOPEHUSM YEJIOBEUECKOTO
yMa, HaunHas ¢ HOBBIX U300peTeHUi 1 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTH Ha IPOAYKTHI U YCIIYTU
, U 3aKaH4YMBas KHUTaMu, potorpaduamu, KHHOGUIbMaMH U My3bIKQJIbHBIMU IIPOU3BE/IEHUAMU.
ABTOpCKHE TIpaBa - 5TO MpaBa HAa WHTEJUJIEKTYaJIbHYI0 COOCTBEHHOCTh Ha TPOU3BEJEHUS HAYKH,
JIUTEPATYphl U WCKyCCTBA. ABTODCKHE IIpaBa BBICTYIAIOT B KAuyecTBE TapaHTUM TOTO, UTO



VHTeJJIEKTYaJIbHBIN/TBOPUECKUU TpyZ, aBTopa He OyZleT HaIpacHbIM, JAacT eMy CIIpaBe/IuBble
BO3MOXKHOCTH 3apaboTaTh Ha pe3yJIbTaTax CBOEro TPy/a, MOJyUYUTh U3BECTHOCTDh U NMpu3HaHue. HuKkTo
6e3 paspellleHHs aBTOpa He MOXKeT BOCIIPOU3BOJUTDH €r0 IIPOU3BE/IEHNE, PACIIPOCTPAHATD, ITyOJIUYHO
JIEMOHCTPUPOBATh, IMPOJiaBaTh, UMIIOPTHPOBATh, IIyCKaThb B IIPOKAT, IyOJWYHO HCIOJIHATH,
MOKa3bIBaTh/UCIIOJHATH B 3¢Upe WiIn pa3MelaTs B IHTepHeTe.

Mcnosip30BaHUe «IIUPATCKOTO» MIPOTPAMMHOTr0 obecredeHuss MOXKeT IIPUBECTH K MHOTUM PUCKaM: OT
IIOTEPU JAHHBIX K TBOMM aKKayHTaM 0 OJIOKMPOBKH TBOETO YCTPOMCTBA, I7le YCTAHOBJIEHHBIN He
JlerasibHasg mporpamMma. He crouT Takke 3a0bIBaTh, UTO CYIIECTBYET JIeTaJibHble U OeCIIaTHBIE
IIPOTPaMMBbI, KOTOPBbIE MOXKHO HAUTH B CETH.

O noprane

CeTeBUYOK.p(] - TBOU TIJIABHBIN COBETYUK B CETH. 37|eCh Thl MOKEIIb Y3HATh O O€30MMaCHOCTH B CETU
MOHATHBIM U JIOCTYIIHBIM SI3BIKOM, a IPU BO3HUKHOBEHUU KPUTHUUYECKON CUTyallMu OOpaTUThCS 3a
COBETOM. A TaKk)Ke IMPUHATh YYaCTHE B KOHKYPCaX U CTaTh CAaMbIM IIU(GPOBBIM I'PaKIaHUHOM!



