MU CBbMO MUHOBPHAYKH POCCHUH OT 14.05.2018 N 08-1184 "O HAITPABJIEHU U
NHOOPMALIIMN" (BMECTE C "METOAUYECKUMHU PEKOMEHJIAIIUAMMU O
PASMEIIIEHUHN HA THOOPMALIMOHHBIX CTEHJIAX, O®PUILIUAJIBHBIX
UHTEPHET-CAUTAX U JIPYTUX HH®OPMAIIMOHHBIX PECYPCAX
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CM. lokymentsl MuH#CTEpCTBA 00pa3oBanus U Hayku Poccuiickoii denepanuu
MWUHUCTEPCTBO OEPA3OBAHUA N HAYKU POCCUACKOWU ®EOEPALIUU
ODEMAPTAMEHT rOCYOAPCTBEHHOW NOJIMTUKU B CPEPE
OBLUEINO OBPA30OBAHUA
NMACbMO
oT 14 mas 2018 r. N 08-1184
O HANPABJIEHUA UHO®OPMALIUUA
[enapTaMeHT rocygapCTBEeHHOM MNONUTUMKM B  ccepe obwero obpasoBaHus
MwuHoGpHaykn Poccun HanpaenseTr ana ceefeHuss paspaboTaHHble BpemeHHown
komuccuen Coseta dPegepaumm no pasBUTUIO  MHAOPMALMOHHOrO obuiecTBa
MeTOANYECKME peKoMeHdauunm O pasMeleHMn Ha WHAOPMAUMOHHBLIX CTeHAax,
opuuManbHbIX  WHTEpHeT-canTax W ApYyrMX  MHAOPMAUMOHHbIX  pecypcax
obuieobpasoBaTenbHbIX OpraHM3auMin U OpraHoB, OCYLLECTBASAKLWNX yrpaBreHne B
cthepe obpasoBaHusi, MHpopmaumm o 6e3onacHOM NOBEAEHUM U UCMONb30BaHUN CETH

"MHTepHeT".

HOupekTop [denaptameHTa
A.E.TTETPOB
MpunoxeHwe
METOOANYECKWE PEKOMEHOALIUA
O PASMEWEHN HA UHO®POPMALIMOHHbIX CTEHOAX, O®PULUATIbHbIX
MHTEPHET-CAUTAX U OPYT'MX UHOOPMALIMOHHBLIX PECYPCAX
OBLLUEOEPA30OBATEJIbHbIX OPFTAHU3ALUA U OPIrAHOB,
OCYLWLECTBNAKLWUX
YMNPABJIEHUE B C®EPE O6PA30BAHUA, UH®OPMALIUUA O BE3OMNACHOM
NOBEAEHNU N UCNOJIb3OBAHUU CETU "MHTEPHET"
Okcneptamn n uvneHamyn BpemeHHon komuccum CoseTa Pepepauum nNo pasBUTUIO
NHOPMaLMOHHOIO obLecTBa B pamMKax BbINOSIHEHUS peKOMeHAauM napnamMmeHTCKUX
cnywaHun "AkTyanbHble BOMpocbl obecneyeHusi 6e30nacHOCTM U pasBUTUA OeTeN B
NHPOPMaLMOHHOM NpocTpaHcTBe", koTopble npowniv B CoeTe ®epepauun 17 anpens
2017 r., Obinn paspaboTaHbl MeToAMYECKME pPEeKOMeHOauunm O pasMelleHMn Ha
MHPOPMALMOHHBLIX  CTeHdax, omuManbHbIX  MHTEPHET-cauTax WU ApYrux
MHPOPMAUMOHHBLIX pecypcax obllieobpasoBaTenbHbIX OpraHMsauum W OpraHos,
OCYyLLECTBNALWNX ynpaBneHne B cdepe obpasoBaHuda, nHdopmaumum o 6es3onacHom
nosegeHMM n  ucnonb3oBaHun cetn  "WHTepHeT" (ganee - MeToguyeckue
pekomeHaauun).
MeToguyeckne pekoMeHOauum HanpasfieHbl Ha KavyeCTBEHHOEe MOBbILEHWE YPOBHS
NHPOPMaLNOHHON AeaTenbHOCTM 00weobpasoBaTenbHbIX OpraHu3auun u OpraHoB,
OCyLLeCTBNALWNX yrnpaBneHne B ciepe obpasoBaHud, B 4acTu WMHGOPMUPOBaAHUS
yyalnxcs, X poantenen (3akoHHbIX NpeacTaBUTeNen) n negarornyecknx paboTHMKOB
00 OCHOBHBbIX acnekTax MHGopmMaLnoHHOM 6e3onacHOCTH.
MeTogunyeckne pekoMeHaaumym MO3BOMAT 00weobpasoBaTenbHbIM OpraHM3aumsam u
opraHam, OCYyLeCTBAALWNM ynpaBneHne B cdepe obpasoBaHud, akTyanu3ampoBaTtb
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yXe ucnonb3dyemble W pasMelleHHble WHJOPMAaUMOHHbIE MaTepuanbl, Tak U
NoAroTOBUTbL UX B CIlydae UX OTCYTCTBUA C YHETOM JyYLUMX NPAKTUK U peKOMeHOauun.
B pamkax meToguyeckux pekomeHgauumn paccMaTpmuBaroTcs crieayrowme NHCTPYMEHTbI:
1. NHOPMALIMOHHbIE CTEHAbI;
2. othmumarnbHble UHTEPHET-pecypChl;
3. cpeacTea MaccoBoW MHdopMauuKM (LWLKOMbHbIE raseTbl, Negarornyeckne nsgaHus m
Apyrue).

UHdopmaumoHHble cTeHAbI
Ha  wuHdopmaunoHHbix  cTeHgax B obuweobpasoBaTenbHbIX  OpraHM3aumsx,
pacrnonoXeHHbIX B hone ydpexxaeHun n B kabmHeTax, OCHALLEHHbIX NepcoHanbHbIMN
ycTpoucTBamMu Ans BbIxoga B ceTb "WHTepHeT", pekomeHOyeTcs pas3MecTuUTb
WH(POPMALUUNOHHbIE NaMATKW, coepKallnme OCHOBHble coBeTbl Mo obecnevyeHuto
NHpopMaLNOHHOM 6e30MacHOCTH yYaLLMXCS.
B npunoxeHun N 1 K meTognyecknm pekoMeHgaumsim npencraBneH obpasel, namsaTku
AN pa3MeLleHns Ha MHOPMaUMOHHbIX CTeHAax.

CpenctBa maccoBoun MHcopmaumm
B cpenctBax maccoBon MHGOpMauMM, OPUEHTUPOBAHHbLIX Ha oOby4aroLmxcs,
pekoMeHayeTcs B TedeHne y4ebHOoro roga perynspHo nybnukoBatb UH(OPMaLNOHHbIE
MaTtepuansl, NOCBSILLEHHbIE OTAENbHbIM acnekrtaMm nHgopmaumoHHon 6e3onacHocTn, a
Takke pasnuyHble NamMaTKM obLLero xapakrepa.

B cpegctBax maccoBoM  MH(pOpMaUMW, OPUEHTUPOBAHHbLIX Ha Mnegarornyeckyto
OOLEeCTBEHHOCTb, pPEeKOMEeHOyeTCqd B TedeHue KaneHgapHoro roga perynspHo
nybnukoBatb MH(OPMAaLMOHHbIE MaTepuarsbl, MOCBALEHHbIe OTAeNbHbIM acrnekTam
NHOpPMaLNOHHOM B6esonacHoCTH Kak HeCOBEpPLUEHHONETHUX, Tak n
obueobpasoBaTeribHbIX OpraHu3auuMi, a Takke pasfnuyHble namMAaTkM, 0030pbl
HOPMaTUBHO-NPABOBOrO PerynMmpoBaHus 4aHHOW cpepbl U HAPOPMALMIO O aKTyarnbHbIX
MepPONpUATUSX U COBbITUSIX B JaHHOM cdpepe.

B xome npoBegenusn EpgumHoro ypoka no 6esonacHoctm B cetn  "MHTepHeT"
pekomeHayeTcs obecnevntb BbIMYCK TeMaTMYecKOoro BbiMycka CpeacTBa MacCOBOW
nHpopmauun nnbo cepum nybnukaunin, cpeam KoTopbiX pacCMOTpeTb OPraHN30BaHHbIE
MeponpusaTUs Ons obyyarwmxcs, UX poauTenen (3akoHHbIX npeacTaBuTenen) wu
negarormyeckon obLEeCTBEHHOCTH.

OdmumanbHblie UHTEpHeET-pecypcbl
O6uweobpasoBaTernbHbIM  OpraHM3auusiM pPeKkoMeHOyeTCAa Ha CBOMX oduLManbHbIX
NHTepHeT-pecypcax  obecrneyntb  PYHKLUMOHUPOBAHUE  CaMOCTOSATENBHOIO WU
crneumanuampoBaHHoro pasgena "MHdgopmaumoHHas 6e3onacHoCcTb"”, B paMKax
KOTOPOro npefycMoTpeTb pasmelleHme crneayrouen nipopmaummn:

dopmar
npeacTaBJeHus
N| Pa3nes/moapa3zaen MaTepuaJIoB Conep:xaHue MaTepuaJioB
Pa3menaroTcss KONUMU I0KyMEHTOB, T.€.
CKaHUPOBAHHBIN BapUaHT JOKYMEHTAa,
COOTBETCTBYIOLINI TPeOOBAHUAM K
JlokanbHble mapaMeTpaMm ckaHupoBaHus. Pazmerniarorcst
HOPMAaTHBHBIE aKThl B TOKYMEHTBI, pETJIaMEHTUPYIOIINE
cdepe obecrieyeHus OpraHU3aIIo U padoTy ¢ MEPCOHAIBHBIMU
H(pOPMAaIMOHHOM Konun TaHHBIMU, TUIAHBI MEPOTIPUATHI 110
0€30MacCHOCTH ITOKYMEHTOB B oOecrieueHn0 HHPOPMAIIMOHHON
1.Jo6yuaronmxcs ¢dopmare *PDF  [6e3omacHoCcTH 0Oyuaronmxcs v apyrue.
Konnn [1yOauKyrOTCs aKTyabHbIE CBEACHUSI O
HopmartuBHOE ITOKYMEHTOB B (benepanbHBIX U PETHOHABHBIX 3aKOHAX,
2 JperynupoBaHue dbopmate *PDF  |nucpmax opraHoB BIacTH U Jpyrue




HOPMAaTHBHO-TIPABOBBIC JOKYMEHTHI,
[periiaMeHTHpyolme odbecneueHne
MH(pOpMaIMOHHOM 0€30MMacHOCTH
HECOBEPILICHHOJIETHHX. [loycKkaeTcss BMECTO
KOTIHMIA pa3MenaTh THIIEPCChUTKN Ha
COOTBETCTBYIOIIME JOKYMEHTHI Ha caiiTax
OpPraHoOB roCyJIapCTBEHHOMN BJIACTH.

TekcT Ha
CTpaHULE canuTa
Komnu

Pa3meraroTcss METOUYECKHE PEKOMEHIallun
1 yKa3bpIBaeTcs HHGOpMaIUs O
MEPONIPUATHSIX, IPOEKTaX U IporpaMmax,
HAIIPaBJICHHBIX HA MTOBBIICHHUE

[leqarornyeckum ITOKyMEHTOB B H(OPMAIMOHHON TPAMOTHOCTH
3.[paboTHHKaM dbopmare *PDF  [memarornueckux paOOTHHUKOB.
Pazmeraercst uH(pOpMaIMOHHAS TAMSITKA
(mpunoxenue N 2) U yka3bIBaeTcs
MH(OPMALIHS O MEPOTIPUSATHUSIX, TPOCKTAX H
[porpaMMax, HalpaBJICHHBIX Ha TOBBIIICHHUE
Texcr Ha H(OpMaLlOHHON TPAaMOTHOCTH
4.[(O6yuaronmmest CTpaHulle caiiTa |oOydJaromuxcs.

PouTensm (3aKOHHBIM

[IpEACTABUTEIISIM)

JoOyuaromuxcs

TekcT Ha
CTpaHuIIe canTa

PasmemaeTcst HPpOpMAIIMOHHAS TTAMSITKA
(mpunoxxerne N 3).

PasmemaeTcst mHpOpMAaIus O
[PEKOMEH/1yeMbIX K UCIIOIb30BAHUIO B
Jlerckue O6e3onacHble Texcr Ha [yueOHOM Ipoliecce 0e30IacHbIX caiTax,
6.|caliThl CTpaHMIle caiiTa [0aHHepH! 6€30MaCHbBIX AETCKUX CalTOB.
OpraHaM, ocyuwlecTenAaLWMM ynpasrieHne B chepe 06pa3OBaHI/IFI, pekomMmeHayeTca Ha

cBoMX  oduuymanbHbix  WHTepHeT-pecypcax  obecneuntb  (PYHKUMOHUPOBaHME
CaMOCTOATENBHOIO U cneunanmsanpoBaHHOro pasgena  "VMIHpopmaunoHHas
Ge3onacHoOCTb", B paMKax KOTOPOro npeaycMOTpeTb pasMeLleHne crnenyoLen
NHopMauuK:

Mpunoxexne N 1
NMAMATKA
ana oepYYAOLWLKUXCA O MUHOOPMALIMOHHON BE3OMNACHOCTU OETEWU
HENBb3A
1. Bcem nogpsg coobuiaTtb CBOK YacTHYK MHGOpMaumio (HacToswme nms, daMmmnuio,
TeneoH, agpec, HoMep LLKOsbl, a Takke poTorpadumn cBOU, CBOEN CEMbU U OPY3eEN);

2. OTKpbiBaTb BrIOXEHHblE (palnibl  SMNEKTPOHHOW MOYThbl, KOrga He 3Haellb
oTnpasuTens;
3. [pybutb, npuauMpaTtbCs, OKasbiBaTb [aBrieHWe - BeCTU cebs HEeBEeXnMBO U
arpeccuBHO;

4. He pacnopshkancss geHbramu TBOeW cembu 6e3 paspelueHus CTaplux - Bcerga
cnpawwuBan poautenen;

5. He BcTpevaincsa c VIHTepHeT-3HaKOMbIMW B pearibHOM >XWU3HWU - MOCOBETYMNCS CO
B3pOCbIM, KOTOPOMY [OBEPSELLb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yntaewsb o cebe Henpasay B VIHTepHeTe - coobum 06 aTtom
CBOUM POOUTESNSIM UM OMEKYHaM,;

2. MpurnawatoT nepennucbiBaTbCsl, UrpaTb, 0OMeHMBaTLCS - NPOBEPb, HET NN NOABOXA;
3. He3akoHHOe kKonunpoBaHue gannos B IHTepHeTe - BOPOBCTBO;

4. Bcerpga pacckasbiBan B3pocCsibiM 0 Npobriemax B CETU - OHU BCerga nomoryT;



5. Wcnonb3ynm HacTponkm 6Ge3onacHOCTM M MpuBaTHOCTU, YTOObI HE MOTEepPATb CBOMU
aKkKayHTbl B coLCeTax 1 Apyrux nopranax.
MOXHO
1. YBaxawn gpyrux nonb3oBarernen;
2. Nonb3yewbca NHTEPHET-UCTOYHUKOM - [ienai CCbINKY Ha Hero;
3. OTKpbIBaK TOMNbKO T€ CChISIKK, B KOTOPbIX YBEPEH;
4. ObLwaTtbCcsa 3a NOMOLLbI0 B3POCHbIM - POAUTENMU, ONEKYHbI U aMUHUCTPALNSA CauToB
BCerga nomoryr;
5. lMponan obyvyeHne Ha cante "CeTeBMYOK" W nonydnm nacnopt uUMEpPOBOro
rpaxgaHuHa!

MpunoxeHne N 2

MHPOPMALIMOHHASA NAMATKA
Ond obYHYAKOLWUXCA OnA PASMELLEHUA
HA OPULNATIbHbIX MUHTEPHET-PECYPCAX

C kaxablM rogoM MOnoAeXxu B UHTEpPHETe CTaHOBUTLCSA BonbLue, a LWKONbHUKN O4HU 13
caMblIX aKTMBHbIX Norib3oBatenen PyHeTa. Mexay TemM, NOMMMO OrpOMHOIO KONn4ecTsa
BO3MOXHOCTEW, MHTEPHET HeceT M npobriembl. JTa namsTka AOSMKHa nomouvb Tebe
©e3onacHoO HaxoAuUTbCA B CETW.
KomMnbloTepHble BUPYChI
KomnbloTepHbln ~ BUPYC - 3TO  PasHOBUAHOCTb  KOMMbIOTEPHbLIX  MpOrpamm,
OTNNYNUTENBHON OCOBEHHOCTLIO KOTOPOW SABNAETCS CMOCOBOHOCTb K pa3MHOXeHu. B
AOMOMHEHWEe K 3TOMY, BMPYCbl MOFYT MOBPEaUTb WIM MOSIHOCTBIO YHUYTOXUTb BCE
dannbl M JaHHble, NOLKOHTPOSbHbIE MOSIb30BaTEND, OT WMMEHU KOToporo Obina
3anylweHa 3apaxeHHas nporpaMmma, a Takke MoBpeauTb WM Jaxe YHUYTOXUTb
OonepaumoHHy0 cuctemy co Bcemu davnamu B uUenomM. B GonbliuvHcTBE criyvaes
pacnpoCTPaHATCA BUPYCbl YEPE3 MHTEPHET.
MeTofbl 3aLMThl OT BPEAOHOCHbIX MPOrpamMm:
1. icnonb3yn coBpemMeHHble onepaunoHHbIE CUCTEMbI, UMEKLLME CEPbE3HbIN YPOBEHb
3aLWMTbl OT BP€AOHOCHbIX Mporpamm;
2. lNocTosiHHO ycTaHaenuBan nadtn (UmMdpoBble 3annaTkyi, KOTOpble aBTOMaTU4YECKU
yCTaHaBnMBalTCA C LUenblo AopaboTku nporpaMmmbl) U Apyrme OOHOBMEHUS CBOeN
onepaumoHHon cuctembl. CkaumBam Mx TONMbKO C oduumManbHOro canta paspabotymka
OC. Ecnu cyuiecTtByeT pexumMm aBToMaTUYeCKOro 0OHOBMEHNS, BKIOYN €r0;
3. Pabortanm Ha cBoeM KOMMbKOTEPE MOA4 MNpaBamMu MNONb3oBaTens, a He
agMuHUCTpaTopa. 3TO He NOo3BOSIMT  OOMbLUMHCTBY BPELOHOCHLIX MNporpamm
MHCTannMpoBaTbCA Ha TBOEM NEPCOHANbHOM KOMMbIOTEPE;
4. Vicnonb3y aHTUBUPYCHbIE NPOrpaMMHbIe MPOAYKTbl U3BECTHbIX NPOU3BOAUTENEN, C
aBTOMaTM4eCcKMM obHoBNeHnem 0as;
5. OrpaHunyb omM3nyeckmin 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX L,
6. Micnonb3ymn BHeLLHWE HOCUTENu NHpopMaunn, Takue Kak driewuka, AUck unu gamn 3
WHTEpPHEeTA, TONbKO U3 NPOBEPEHHbLIX NCTOYHUKOB;
7. He oTkpblBan KOMMbIOTEPHbIE (Palnbl, NOMy4YeHHble U3 HeHaOdeXHbIX WUCTOYHMKOB.
[axe Te drannsl, KOTOpble NpUcnan TBOM 3HAaKOMbIW. Jlyylle yTOYHW y Hero, oTnpasnas
nn oH Tebe unx.
Cetn WI-FI
Wi-Fi - 970 He BMA nepedayn OaHHbIX, HE TEXHOMOMMA, a BCEro nuwb GpeHnd, mapka.
Ewe B 1991 rogy HuMaepnaHackas komnaHusa 3apernctpuposana 6perng "WECA", yTo
obosHavyano cnosocoyeTaHne “"Wireless Fidelity", koTopbii nepeBoguTCcs  Kak
"GecnpoBogHast TOMHOCTL".
[o Hawero BpemeHu powna gpyras abbpesuatypa, KOTopas SABNSAETCS Takon xe
TexHornorven. 910 abbpesnatypa "Wi-Fi". Takoe HasBaHue BbIIO AAHO C HAMEKOM Ha



cTaHdapT Bbiclen 3BykoBoW TexHuku Hi-Fi, 4To B nepeBoge o3HavaeT "BbiCOKas
TOYHOCTBL".

[a, 6ecnnaTHbI MHTEPHET-AO0CTYN B Kade, OTENAX U asponopTax ABASETCA OTAMYHON
BO3MOXHOCTbIO BbIxo4a B WHTepHeT. Ho MHorme akcnepTbl CYMTAlOT, 4TO
obwepnoctynHble Wi-Fi ceTn He aBnatoTca 6e3onacHbIMM.

CoBeTbl No 6e3onacHocTn paboTbl B 06wwenoctynHbix cetax Wi-fi:

1. He nepepaBan cBot nu4Hyto MHpopmauuto vepes obuwenoctynHoele Wi-Fi ceTu.
PaboTtas B HuX, xenaTefnbHO He BBOAUTb Naposiv A0CTyna, SIOrMHbl U Kakme-To HOMepa,;
2. Vicnonb3yn n o6HOBNSA aHTMBUPYCHbIE Nporpammbl U GpaHamayep. Tem cambim Tbl
obe3onacuilb cebsi OT 3aKayku BUpYyca Ha TBOE YCTPONCTBO;

3. MNpu wncnonb3zoBaHun Wi-Fi oTknoum dyHkumio "O6wmi goctyn K dannam u
npuHtepam". [aHHas QYyHKUMS 3akpbiTa MO YMOMYaHWUKD, OAHAKO HeKoTopble
nonb3oBaTeNn akTUBMPYIOT ee Anga yaobceTea ncnonb3oBaHns B paboTe unm yyebe;

4. He vncnonb3yn nyonuudbin WI-FI ona nepegaym nNUYHbIX AaHHbIX, Hanpumep Ans
BbIXOA4a B coumanbHble CETU UMK B SNIEKTPOHHYHO NMOYTY;

5. Mcnonb3yi TonbKo 3alumiieHHoe coeamHeHne yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoan UMeHHo "https://";

6. B wmobunbHom TenedoHe oOTkmouM  dyHkumo  "TogknwoveHne k- Wi-Fi
aBToMaTu4veckun". He gonyckam aBTOMaTUYECKOro MOAKMIOYEHUA YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBOErO cornacus.

CouuanbHble ceTu

CoumanbHble CETU aKTUBHO BXOOAT B HaLly XW3Hb, MHOrMe nioan pabotatT n XuByT
TaMm MOCTOsAHHO, a B Facebook yxe 3apeructpupoBaH munnuapg 4YenoBek, 4TO
ABNAETCA OOHOW CeadbMON BCex Xutenem nnaHeTtbl. MHoOrme mnonb3oBaTenn He
NOHMMaIOT, YTO MHGOPMaUKs, pasMeLleHHass UMM B coumarnbHbIX CETSX, MOXeT ObiTb
HangeHa W UCnonb3oBaHa KeM YrogHo, B TOM 4ucre He obsasaTtenbHo ¢ 6narumm
HamMepeHNaMN.,

OcHoBHble coBeTbI N0 6€30MacHOCTM B COUManbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y Tebs B Opy3bsiX He OOIMKHO ObiTb CrnyyamHbIX WU
He3HaKOMbIX JTIOOEWN;

2. 3awmiian CBOK 4acTHYK XU3Hb. He ykasbiBa naponu, TenedoHbl, agpeca, gaty
TBOEr0 POXAEHUA W OPYry §UYHYIO UWHGOpPMauuMio.  3MOYMbILMIEHHUKM  MOryT
MCNoNb3oBaTb Aaxe WH(opMauuio O TOM, Kak Tbl U TBOM POAMTENU NnaHupyeTe
NPOBECTMN KaHUKYNbI;

3. 3awuwan ceow penytauuio - AepXn ee B YACTOTe U 3agaBan cebe Bonpoc: xoTen
Obl Tbl, YTOObLI Apyrne nonb3oBaTenu BUAENN, YTO Thbl 3arpyxaews? [Nogyman, npexae
4YeM 4YTO-TO onyGnMkoBaTb, HANUCaTb U 3arpy3nThb;

4. Ecnn Tbl rOBOpULLbL C JOObMU, KOTOPbIX HE 3Haellb, HE UCMOSMb3yM CBOE peasibHoe
UMS U OPYTY0 NUYHY0 MHOPMaLUKN: MMS, MECTO XUTENbCTBA, MECTO y4elbbl 1 Nnpoyee;
5. N3beran pasmelueHnsa cotorpadui B IHTEpHETe, rae Tbl N306paXkeH Ha MECTHOCTH,
MO KOTOPOW MOXHO onpeaenuTb TBOE MECTOMOSNOXEHUE;

6. Mpwn pernctpaunmn B coumnarnbHOM ceTU HEOBXO04MMO UCMNONb30BaTh CITOXHbIE NApPOnw,
cocTosime m3 BykB 1 LGP 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. [Ina coumanbHOM ceTn, NOYTbl U OPYrMX canToB HEOHXOOMMO MCMONb30BaTh pasHble
naponu. Toraa ecnu Teb4a B3nOMatoT, TO 3MOYMbILNEHHUKX MofydaT AOCTYN TOSbKO K
O[HOMY MeCTY, a He BO BCe cpaay.

OnEKTPOHHbIE AEHbIMN

ONEKTPOHHbIE OEHbIM - 3TO OYeHb YAOOHbIN cnoco® nnartexewn, O4HaKo CyLIEeCTBYIOT
MOLLUEHHUKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIW.

ONEKTPOHHbIE AEHbIMM MOSIBUNUCb COBCEM HEOaBHO U UMEHHO M3-3a 9TOr0 BO MHOIMX
rocygapcrBax 4O CUX MOp He MPOMMCaHO NMPO HUX B 3aKOHaX.



B Poccun e OHM (PYHKUMOHMPYIOT M O HUX YXe MpPOoMNucaHoO B 3aKoHe, rae ux
pasgensioT Ha HECKONBbKO BUOOB - aHOHMMHbIE U HE aHOHUMHbIe. PasHuua B TOM, 4TO
AHOHUMHbIE - 3TO Te, B KOTOpPbIX paspellaeTca npoBoaUTb onepauun 6e3
noeHTUUKaumMm nonb3oBaTens, a B HEeaHOHWMHbIX MAeHTUdUKauusa nonb3oBatens
aBnsetca ob6a3aTtensHoN.

Takke crnegyeT pasnuyaTb 3NEKTPOHHbIE (bMaTHble OeHbIN (paBHbl rOCyAapCTBEHHbLIM
BaniTaMm) U ONEKTPOHHble HeduaTHble [AeHbr (He paBHbl roCy4apCTBEHHbIM
BantoTam).

OcHoBHble coBeTbl Mo 6Ge3onacHon paboTe C 3NEKTPOHHLIMU AEHbramu:

1. TpuBsKM K cHETY MOOUNBbHBIM TenedoH. 3To cambln yOobOHbIN U BbICTPbIN cNocob
BOCCTaAHOBUTb AOCTYN K cyeTy. [puBsa3aHHbIn TenedoH NOMOXET, ecnn 3abyaellb CBON
nfaTeXHbl Naposb UK 3angellb Ha canT C HE3HAaKOMOro YCTPOUCTBA;

2. Wcnonb3yn ogHopasoBble naponu. Nocne nepexoda Ha YCUMEHHYHO aBTOpU3auuio
Tebe yxe He ByfeT yrpoxaTb ONAaCHOCTb KpaXu Unn nepexasaTa NraTexHoro napons;

3. Bbibepu cnoxHbin naponb. lNpectynHukam 6ydeTr He MpoOCTO yragaTb CHOXHbLIN
naponb. HagexHble naponu - aTo Naponu, KoTopble CoaepXaT He MeHee 8 3HaAKOB U
BKMOYaOT B ceba CTPOYHbIE M MPOMUCHbIE BYKBLI, UUAPbLI U HECKOSTbKO CUMMBOJSIOB,
Takue Kak 3Hak gonnapa, yHTa, BocknuuaTtenbHbIi 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NNYHbIE AaHHbIE HA canTax, KOTOPbIM HEe AOBepseLLb.

OneKTpoHHas noyTa

ONEeKTPOHHas noyTa - 3TO TEXHONOMSA U NPeAoCTaBsSiEMbIE el YCIyrn No nepecoInke u
NOMNYyYEHUIO 3MEKTPOHHbIX COOOLLEHUI, KOTOpble pacnpenensiTcs B KOMMbIOTEPHOM
ceTn. OO6bIMHO 3MEKTPOHHbIA MNOYTOBbLIA SAWMK BbIMSAUT  cnegylowmumMm  obpasom:
UMSA_nonb3oBaTena@umsa_aomMeHa. Takke Kpome nepefayun NpocToro TekcTa, uMeeTcs
BO3MOXHOCTb nepefasatb dpansbl.

OcHoBHble coBeTbl NO 6Ge3onacHon paboTe ¢ INEKTPOHHOW MNOYTON:

1. Hago BbI6paTb npaBusibHbIN MOYTOBLIN cepBUC. B MHTEpHETe eCTb OrPOMHbLIN BbIOOP
BGecnnaTHbIX NOYTOBbLIX CEPBUCOB, O4HAKO Nydylle AOBEPATb TEM, KOro 3Haelb U KTO
nepBbI B PENTUHTE;

2. He ykasbiBa B NUYHOW MOYTE NMYHYKO MHGOpMaumo. Hanpumep, nydwe BbiOpaTb
"My3blkanbHbI_(haHaTt@" unum "pok2013" BmecTo "Tema13";

3. Micnonb3yi AByxaTanHyo aBTopu3aumio. OTO Korga NOMUMO Napons HYXXHO BBOAUTb
ko4, npucblnaembiv no SMS;

4. Bblibepn cnoxHbin naponb. [Ons KaXgoro MOYTOBOro silMKa AO0JMKEH ObiTb CBOM
HaOEeXHbI, YCTONYMBLIN K B3ITOMY Naporb;

5. Ecnn ecTb BO3MOXHOCTb Hanmcatb CaMOMYy CBOW JIMYHbIA BOMPOC, UCMONb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3ynm HeCcKonbKO MNOYTOBLIX SAWMKOB. [lepBblM ONd 4YaCTHOM nNepenncku c
agpecataMmu, KOTOpbIM Tbl [AOBepsellb. JTO 3JMEKTPOHHbIM agpec He Hago
MCrnonb30BaTh NPU perucTpauumn Ha oopymMax u camrtax;

7. He oTkpbiBan gpannsl U gpyrue BIIOXKEHUS B MUCbMax, Aaxe eCcriv OHW Npuwnu ot
TBOUX Apy3en. Jlyylle yTOUYHN y HUX, OTNPaBNSAnn N oHn Tebe aTn dannoi;

8. lNocne okoH4YaHus paboTbl HA NOYTOBOM CepBUCE MNepen 3akpbiTUEM BKNagkuM C
canTom He 3abyab HaxaTtb Ha "Bbiitn".

KnbepOynnuHr nnm supTyanbHoe n3geBaTenbCcTBO

Knbepbynnuur - npecnegoBaHue COOOLLUEHNAMM, COAepXawWwyMn OcKopbneHus,
arpeccuvio, 3anyrmBaHue; XyruvraHcTBO; coumarnbHoe OOMKOTMPOBaHME C MOMOLLbLHO
pasriMyHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ kKnbepbynnnHrom:

1. He 6pocancs B 6on. Jlydwmin cnocob: nocoBetoBaTbCA kak cebst BECTU U, ecriv HeT
TOr0, K KOMY MOXHO 06paTuTbCs, TO BHayane ycrnokoutbcd. Ecnm Tbl HayHewb



oTBeYaTb OCKOPOMNEeHnsMM Ha OCKOpPONeHusi, TO TONbKO euwe 6ornblie pasoxkellb
KOHSUKT;

2. YnpaBnsi ceoen kubeppenytaumnen;

3. AHOHMMHOCTb B ceTu MHuMas. CyLiecTByHT crnocobbl BbISCHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM,;

4. He cTtonT BECTU XynuUraHckum obpas BUpTyanbHOW Xn3Hn. IHTepHeT domkcupyeT Bce
TBOW OENCTBUSA U COXpaHseT ux. Yaanutb ux yaeT KpanHe 3aTpyAHUTENBHO;

5. Cobntogan cBo BUPTYaribHY YeCTb CMOSIOAY;

6. WrHopupyn eaumHunyHbiin HeratuB. OpgHopasoBble OCKOpOUTENbHbIE COOOLWEeHUA
nyyuwe nrHopupoaTb. OBbIMHO arpeccusi NpekpaLwaeTca Ha HavYanbHOW CTaauu;

7. baH arpeccopa. B nporpammax o6bmeHa MrHOBEHHbIMW COOOLLEHUSMU, B
coumarnbHbIX CEeTAX €eCTb BO3MOXHOCTb OIOKMPOBKM OTMApPaBKM COOOLLUEHNA C
onpeaeneHHbIX agpecos;

8. Ecnn TbI cBupgetenb kubepbynnuHra. TBOM [OEWCTBUA: BbICTYNUTb NPOTUB
npecnegoBaTens, mnokasaTb €My, 4YTO €ero AeWCTBMS OLEHMBAlOTCA HeraTuBHO,
nogaepXxaTb XepTBy, KOTOPON HyxXHa NcmMxorornyeckas nomollb, COO0LWMTL B3POCHbIM
0 dhakTe arpeccmMBHOro NOBEAEHUS B CETMW.

Mo6unbHbIM TeNegoH

CoBpemMeHHble cMapToHbl M nnaHweTbl cogepXar B cebe BMonHe B3POCIbIN
dYHKUMOHAr, U TeENEpb OHM MOTYT KOHKYPMPOBATb CO CTaLMOHAPHbIMU KOMMbIOTEPAMMU.
OpHako, cpefcTB 3almThl Ans NOAOOHbBIX YCTPONCTB NOKa OYeHb Mano. TecTupoBaHue
N MOUCK YSI3BUMOCTEN B HUX NPOUCXOOMUT HE Tak MHTEHCMBHO, Kak ans MK, To ke camoe
KacaeTcst U MOBUMbHbIX NPUNOXEHWUNA.

CoBpeMeHHble MObOUIbHbIE Opay3epbl  yXe nNpakTU4Yecku [[OrHanm HacTombHble
aHanoru, ogHako paclmpeHne yHKUuMoHana BneyveT 3a cobon 6onbLUyo CIOXHOCTb U
MEHbLUYH 3aLLMLLEHHOCTb.

[laneko He Bce NpPoOM3BOAUTENWN BbIMycKaloT OOHOBNEHNS, 3aKpbiBalOLLME KPUTUYECKUE
YS13BMMOCTU 41151 CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Anga 6e3onacHocTn MObUbHOro TenedoHa:

Huuero He siBnsieTca no-Hactoswemy 6ecnnatHeiM. Byab ocTopoXkeH, Beab koraa tebe
npegnaratoT 6ecnnaTHbli KOHTEHT, B HEM MOryT ObiTb CKpbITbl Kakme-TO MNnaTHble
ycnyru;

Adyman, npexae yem otnpaBute SMS, ¢OTO Unn BMAEO. Thbl TOYHO 3Haellb, rae OHU
O6yayT B KOHEYHOM UTOre?

Heobxoanmo 06HOBNATL ONEepauNoHHY0 CUCTEMY TBOErO CMapTdOHa;

Mcnonb3y aHTMBMpPYCHbIE NporpamMbl 4t MOBUIbHBIX TENE(OHOB;

He 3arpyxan npunoXeHust OT HEM3BECTHOIO MCTOYHMKA, BEOb OHM MOTYT COAepXaTb
BPEeOOHOCHOE NporpaMMHoe obecneyveHune;

Mocne TOro kak Thbl BbIMAELWb C cauTa, rge BBOAWUM NNYHYO MHOpMaUMo, 3anan B
HacTponkn bpaysepa n yganu cookies;

Mepnoanyeckn NpoBepsiv, Kakne nnaTHble YCryrin akTUBMPOBaHbI HA TBOEM HOMEPE;
[aBai cBo HOMep MOBUITbHOrO TenedoHa TONbKO MOASAM, KOTOPbIX Thl 3HAELLb U KOMY
AOBepseLLb;

Bluetooth gomkeH 6bITb BbIKIHOYEH, KOrda Tbl UM He nonb3yelwbes. He 3abbiBan nHoraa
NpoBepsATb 3TO.

Online wvrpbl

CoBpeMeHHble OHMaMH-UrpPbl - 3TO Kpaco4Hble, 3axBaTbiBalOLIME pa3BeYeHus,
00beanHAILWME COTHM ThICAY YENoBeK MO BCEMY MUpPY. Urpokn nccneayoT AaHHbIR UM
MUp, obLalTca Opyr C APYrom, BbIMOMHSAKT 3afaHus, CpaXalTcsi C MOHCTpamMu U
nonyyarT onbiT. 3a yOOBOMbCTBME OHWM MNNATAT: MOKyNawT AUCK, ONfaynBaroT
aboHeMeHT nnun NpuodpeTaroT Kakme-To Onunn.



Bce otm cpegctBa mayt Ha noggepxaHue U pasBuUTME Urpbl, a TaKkKe Ha camy
6e30nacHOCTb: COBEPLLEHCTBYOTCHA CUCTEMbI aBTOpPU3aLnK, BbiMyCKalTCA HOBblE NaTyu
(undppoBble 3annaTku Ans NporpamMmm), 3aKpbiBatOTCA YA3BUMOCTU CEPBEPOB.

B nogobHbIX nrpax CToMT onacaTbCA HE CTOMbKO CBOWMX COMEPHUKOB, CKOJTbKO KpaXKu
TBOEro napons, Ha KOTOPOM OCHOBaHa CMcCTeMa aBTopu3aunmn 60nbLWMHCTBA Urp.
OcHoBHble coBeTbl N0 6e30NacHOCTM TBOEro UFPOBOrO akkayHTa:

1. Ecnu gpyrown nrpok BegeT cebsi nnoxo nnm co3gaet Tebe HenpuaTHOCTH, 3abnokmpym
€ro B CNu1cke UrpoKos;

2. [loxanynca agMuvHUCTpaTopaM Wrpbl Ha nMroxoe noBefeHue 3TOro Urpoka,
XenaTenbHO NPUNOXWUTb KakMe-To JoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBayn nn4yHyto nHdopmaumio B npodanne urpbl;

4. YBaxan gpyrux y4aCTHUKOB MO Urpe;

5. He ycTaHaBnvBamn HeomumnarnbHble naTtin n Moapl;

6. Micnonb3yn crnoxHble 1 pasHble naponu,

7. Jaxe BO BpeMs Urpbl HE CTOUT OTKMKYaTb aHTMBMpYC. [loka Tbl Mrpaelb, TBOW
KOMMbOTEP MOTYT 3apa3unTb.

PULINHT NN Kpaxka NNYHBIX OaHHbIX

OObI4HOM Kpaxeh [OeHer M [OKYMEHTOB CEerofHsl YXXe HUKOro He yauBULLb, HO C
pPasBUTMEM WHTEPHET-TEXHOMOMMIN 3MOYMbILUNIEHHUKN NEPEMECTUNIUCE B UHTEPHET, U
nNpoaosmKarT 3aHMMaTbes "nobumsiM" genom.

Tak nosiBUNacb HoBas yrpo3a: UHTEPHET-MOLLEHHNYECTBA UM OULLNHI, rMaBHasn Lesb
KOTOPOro COCTOUT B MOSIyYEHUN KOHMPMAEHUMANbHbIX AaHHbIX Monb3oBaTenen -
norvHoB 1 napornen. Ha aHrnuickom asbike phishing yntaeTca kak dpuwmnHr (ot fishing -
pblbHas noens, password - naposnb).

OcHoBHble coBeTbl No 6bopbbe ¢ PULLNHIOM:

1. Cnegn 3a cBOMM akkayHTOM. Ecnu Tbl nogospeBaellb, YTO TBOA aHkeTa 6bina
B3NloMaHa, To HeobxogMmo 3abnoKMpoBaTb ee N CoobLWNTL agMUHUCTPaTOpaM pecypca
00 3TOM Kak MOXHO CKOpee;

2. Wcnonb3ym ©OesonacHble Beb-canTbl, B TOM 4uUCre, WHTEPHEeT-MarasvHoB U
MOWCKOBbIX CUCTEM,;

3. Ncnonb3yn cnoxHble 1 pasHble naponu. Takmm obpasom, ecnv Tebsa B3nomaroT, TO
3M10YMbILLMIEHHMKN NMonyYaT JOCTYN TOMbKO K OAHOMY TBOEMY MPOUIIIO B CETU, @ HE KO
BCEM;

4. Ecnn 1ebsa B3nomanu, TO HeobGXxoAMMO npenynpeauvTb BCEX CBOMX 3HAKOMbIX,
KoTopble gobasrieHbl y Teba B Apy3bsiX, O TOM, YTO Tebs B3fiomanu n, BO3MOXHO, OT
TBOEro MMeHn ByaeT pacchbifiaTbCa Cnam M CCbIfIKM Ha PULLNHIOBbIE CalTbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MoBUnbHbIN TenedoH;

6. OTKNOYKN coxpaHeHue napons B bpayaepe;

7. He oTkpbiBan channbl 1 gpyrme BrOXKEHUS B NMUCbMaX, OaXe €CNN OHXM NpULM OT
TBOUX Apy3en. Jlydlue yTOYHN Y HUX, OTNPaBNANnN N oHn Tebe aTn dansnol.

Lindpposas penytaums

LincppoBas penytaums - 9TO HeratMBHasa Uiy No3nTUBHasA MHgopmMaums B cetu o Tebe.
KomnpomeTupytowaa nHgpopmMmaums, pasmMmelieHHasi B UHTEPHETE, MOXET Cepbe3HbiM
o6pa3oM oTpasnTbCs Ha TBOEW peanbHOW xu3HW. "LindpoBasa penytauusa" - 310 TBOW
UMUK, KOTOPbLIN dopMmnpyeTcsa n3 nHgopmauum o Tebe B MHTEPHeETE.

TBOe MeCcTO XuTenbctBa, y4ebbl, TBOe (PMHAHCOBOE MONOXEHNE, OCOBEHHOCTU
Xapakrtepa u pacckasbl 0 6rIM3KMX - BCe 3TO HakannBaeTcsi B CETW.

MHorne noapoCTKM NErKOMbICIIEHHO OTHOCSATCS K Ny6nukaumm nM4HOW MHgopmaummn B
NHTepHeTe, He NOHUMasi BO3MOXHbIX MOCNeACTBUN. Thl AaXe He CMOXeLUb JoragaTbCd
0 TOM, 4YTO poTorpadus, pasmeLleHHas S net Hasag, crana NpuYMHOM oTKasa MpPUHATb
Teba Ha paborTy.



KoMmmeHTapuu, pasmelleHne TBoux doTtorpacdovim v apyrme OencTtBus MOryTt He
MCYE3HYTb Jaxe nocrie Toro, Kak Tbl UX yAanuwb. Tbl HE 3HaeLlb, KTO COXpaHwun 3Ty
WHopMauuio, nonasa fiM oHa B MOWCKOBblE CUCTEMbI M COXpaHUnacb M OHa, a
rmaBHOE: 4YTO nogymalrT O Tebe oKpyxawline nogun, KoTopble HandyT U yBUASAT 3TO.
HanTtn nHpopmauunio MHOro neT Cnyctsi CMoXeT Nobon - kak n3 Aobpbix NobyxaeHun,
Tak U C HAMepeHEM MPUYUHUTE Bpen. OTO MOXeT BbITb KTO YrogHo.
OcCHOBHbIe COBETbI NO 3aLmTe LNPPOBON penyTaumnmn:
1. Nogyman, npexae 4em 4T0-TO NybrvkoBaTb M NepefaBaTb y cebs B 6rore unn B
couunanbHOn CeTu;
2. B HacTponkax npocumnsa ycTaHOBU OrpaHUYeHNA Ha NPOCMOTP TBOEro Npodounsa u ero
CcoAepXXMMOoro, caernam ero TofbkKo "ansa apysen”;
3. He pasmewan n He ykasbiBal MHpOpMaLMIO, KOTOpas MOXET KOro-nnmbo ockopbnatb
nnm obmxaTb.
ABTOpCKOE npaBo
CoBpeMeHHble LUKOMbHUKM - aKTUBHblE MONb30BaTeENU LMGPOBOro MNPOCTPaHCTBA.
OpHako ganeko He Bce 3HaKT, YTO NoSfib30BaHNE MHOTMMU BO3MOXHOCTAMU LIMGIPOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTeNNeKTyanbHyt0 CO6CTBEHHOCTb.
TepMunH "MHTennekTyanbHasi COOCTBEHHOCTb" OTHOCUTCS K PasfiMyHbIM TBOPEHUSM
4YerioBeYeCKOro yMa, HauuHasi C HOBbIX W300peTeHuM KU 3HakoB, OOO3Ha4aroLLMX
COBCTBEHHOCTb Ha MNPOAYKTbI W YCMyrM, W 3akaHumBasi KHuramu, doTorpadusamu,
KWHO(UIIbMaMKn 1 My3blKasibHbIMU MPOU3BEAEHNAMM.
ABTOpPCKME NpaBa - 3TO NpaBa Ha UHTENNEeKTyanbHyt0 COOCTBEHHOCTb Ha NPOMN3BEeAEHMS
HayKu, niMTepaTypbl U UCKycCcTBa. ABTOPCKME MpaBa BbICTYNalOT B Ka4ecTBe rapaHTum
TOro, YTO MHTENNEKTYanbHbIN/TBOPYECKU TPYA aBTOpa He ByaeT HanpacHbIM, 4acT eMy
crnpaBeaniMBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOero Tpyada, nosiyyvTb
N3BECTHOCTb N Npu3HaHune. HnkTo 6e3 paspelueHns aBTopa He MOXeT BOCNPOU3BOANTb
ero npouvsBedeHune, pacnpocTpaHATb, My6fMYHO [OEMOHCTpUpoBaTh, NpoAaBaTh,
MMNOPTUPOBATb, MyckaTb B MpokaTt, NyGnmyHO WUCMOMHATb, NOKa3blBaTb/UCMOMHATL B
achupe unn pasmewatb B VIHTEpHeTE.
Mcnonb3oBaHue "nmnpatckoro” nporpaMMHoOro obecneyeHmst MoXXeT NPUBECTU K MHOTUM
puUckam: OT NOTEPU OaHHbIX K TBOMM akKkayHTam 40 BrOKMPOBKM TBOEro YCTPOWUCTBA, rae
yCTaHOBMEHa HerneranbHasa nporpamma. He ctouT Takke 3abbiBaTb, YTO CYLLECTBYHOT
nerasnbHble KU BecnnaTHble NPOrpaMmbl, KOTOPbIE MOXXHO HAWUTU B CETU.
O noprane
CeTeBUYOK.ph - TBOM rNaBHbIA COBETYMK B CeTU. 34eCb Thbl MOXelWb Yy3HaTb O
6e3onacHOCTM B CETU MOHATHbIM M AOCTYNHbIM S3bIKOM, @ MNpPW BO3HWKHOBEHUU
KPUTUYECKON cuTyauum obpaTtuTtbCa 3a CcOBeTOM. A Takke MNpPUHATbL ydacTve B
KOHKypCax 1 ctaTb camMbiM LUPPOBLIM rpaxxgaHnHoMm!

MpunoxeHne N 3
NAMATKA ons POOUTENENA OB MH®OPMALIMOHHOW BE3OMNACHOCTU OETEN
OnpepeneHne TepMuHa "MHdOpMaumoHHasa 6e3onacHOCTb AeTen" COOAEpPXMTCS B
®epepanbHom 3akoHe N 436-®3 "O 3awmte geten oT MHMOPMaALUU, MPUHUHAIOLLEN
Bpen UX 300pOBbI0 U Pa3BUTUID", PEryNMPYIOLLMM OTHOLLEHUS, CBA3aHHbIE C 3aLUUTON
aeten oT MHOpMaLMK, MPUYUHAIOWEN Bped WX 340pOBbI0 M (MNM) pasBUTUIO.
CornacHo gaHHOMY 3aKOHY "MHopMaunoHHas 6e3onacHoOCTb geTen" - 3TO COCTOSAHuE
3alMLULEeHHOCTN, MpPU  KOTOPOM OTCYTCTBYET PUCK, CBSA3AHHLIN C MPUYUHEHNEM
MHopMaumnen Bpena ux 3g4opoBbio U (UNnM) PU3NYECKOMyY, NCUXNYECKOMY, AYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.
B cuny ®epepanbHoro 3akoHa N 436-O3 wuHdopmauumen, npuymHsaoLWen Bpen
3[0pPOBbIO U (MNN) PA3BUTUIO OETEN, ABNSAETCA:
1. MH(popMaums, 3anpeLLeHHasa ans pacnpocTpaHeHnsa cpean oeTen;



2. Hopmaums, pacnpocTpaHeHne KOTOPOW OrpaHNYeHo cpean aeTten onpeneneHHbIX
BO3PACTHbIX KaTEropun.

3. K nHpopmaummn, sanpeLleHHon ang pacrnpocTpaHeHus cpeaun aeTten, OTHOCUTCS:

4. nHdopmauus, nobyxgarowan AeTen K COBEPLUEHMIO OEWCTBUN, NpeacTaBnsaoLmnx
Yrpo3y WX XWU3HW U (Unn) 300POBbI0, B T.4. NMPUYNHEHUIO Bpeda CBOEMY 3[0POBbLIO,
camoybunncray;

5. cnocobHOCTb BbI3BaTb y AETEN XenaHue ynoTpebuTb HapKoTMYEeCcKne CpeacTBa,
NMCUXOTPOMNHbIE W (MNK)  ofgypMaHMBalLlIMe BellecTBa, TabayHble un3genus,
arnkorosfibHyt0 1 CNUpTOCOAEepXallyto NpoayKUMio, MUBO MU HANWUTKW, U3roTaBnnBaemMble
Ha ero OCHOBe; MPWHATbL y4vacTue B asapTHbIX Urpax, 3aHMMaTtbCs MNPOCTUTYLMEN,
BpoasKHMYECTBOM UK NOMPOLLANHNYECTBOM;

6. obocHoBbIBalOWass wnyM onpaegblBalollass LgOMYCTUMOCTb Hacunus 1 (unu)
XecTokocTn numbo nobyxgawwasa ocCyWwecTBNATb HACWUbCTBEHHbIE OEWCTBUSA MO
OTHOLLEHMIO K ITIOASM U XUBOTHbIM;

7. oTpuuaLwasa ceMenHble LEeHHOCTU U (hopMUpYIoLaa HeyBaXKeHWe K poauTensm n
(vnn) gpyrMm YneHam cembu;

8. onpaepbiBatoLLasi NPOTMBONPaBHOE NOBeAEHNE;

9. cogepxallas HeueH3ypHYLo BpaHb;

10. cogepxawas MHpopmaumo NopHorpadmnyeCcKoro xapakrepa.

K nHdopmauum, pacnpocTtpaHeHne KOTOpOW orpaHnuYeHo cpean aeten onpeaesieHHoro
BO3pacTa, OTHOCUTCS:

1. MHOpMaLMsa, npeacTaBnsgemMas B BMAE M300OPaXKeHMS WU ONUCAHUS KECTOKOCTH,
dumsmyeckoro - (MNKM)  NCUXMYECKOTO  HAcunus, NPecTynfieHns WUAnM  UHOro
aHTUOOLLEeCTBEHHOrO AENCTBUS;

2. BbI3blBalOLWas y AeTen cTpax, yXac Unu naHuky, B T.4. nNpeacraBndemasi B Buge
n306paxeHns N OnNuCaHua B YHWXKaOLWEN YernoBeyeckoe [AOCTOMHCTBO dhopme
HEeHacWUnNbCTBEHHON CMepTKn, 3aboneBaHusi, camMoybuMCTBa, HEeCcYaCTHOro cry4as,
aBapuu nnu katactpodbl 1 (M) UX NOCNEACTBUN;

3. npeacTasnseMas B BUAEe M300paxXeHUa Unu onmcaHns nosioBbIX OTHOLLUEHUA MexXay
MY>KYMHOW U XKEHLLMHOW;

4. copepxawasa 6paHHble croBa W BbIpaXeHWUS, He OTHOCSLMECH K HeLEeH3ypHOW
GpaHu.

C ydetom aTtoro Bam npepgnaratotca npasuna pabotbl B cetn WHTepHeT ans
pasnU4YHbIX BO3PACTHbIX KaTeropui, cobnogeHne KOTOpbIX MO3BONUT obecneuntb
MHOPMaLNOHHY 6e30NacHOCTb BalUMX OETEN.

O6wwme npasuna ansa poautenen

1. HesaBucumo oT Bo3pacta pebeHka wucnonb3ynte nporpammHoe obecneyeHue,
nomMmorawwiee uUNbTPoOBaTb M KOHTPONMPOBATb MHMOpMaLMo, HO He nonaranTechb
NMOJSTHOCTbIO Ha Hero. Bawe BHUMaHWe K pebeHky - rmaBHbI MeTo 3aLlLmThl.

2. Ecnn Baw pebeHOK uMeeT akkayHT Ha OOHOM W3 couuarnbHbIX CEPBUCOB
(Livedournal, blogs.mail.ru, vkontakte.ru wn T.n.), BHMMaATENbHO U3y4uTe, KaKyto
MHpopMauunio NomMeLlalT ero y4yaCTHUKM B CBOMX npodunsax u 6norax, Bko4vas
doTorpacmm n Bugeo.

3. lNpoBepbTe, C KakMMU OpYyrMMnW canvTamu CBSA3aH coumanbHbli cepBuc Bawero
pebeHka. CTtpaHudkn Bawero pebeHka mMoryT ObiTb 6e3onacHbiMM, HO MOMyT W
cofepXaTtb CChINIKM Ha HeXenaTenbHble U ONacHble canTbl (Hanpumep, NOPHOCaNT, Unu
canT, Ha KOTOPOM Apyr ynoMuHaeT Homep coToBoro TenedoHa Bawero pebeHka vnm
Baw pomawHmii agpec)

4. MNoowpsante Bawunx geten coobiate 060 BCEM CTPAHHOM UM OTTanNKMUBaloLWEM U He
CMMLLKOM OCTPO pearnpymnTe, Korga OHU 3TO AenatoT (M3-3a onaceHust NoTepATb 4OCTYN
K WHTepHeTy OeTu He roBOpAT poauTensamMm O npobnemax, a Takke MOryT HadaTb
ncnonb3oBaTb VIHTEpHET BHE AOMa W LLKOSbI).



5. byaobTe B Kypce ceTeBon Xu3Hn Bawero pebeHka. VIHTepecynTechb, KTO UX ApYy3bs B
NHTepHeT Tak Xxe, Kak MHTepecyeTecb peasnibHbIMU APY3bsiMU.

BospacTt o1 7 go 8 net

B MHTepHeTe pebeHoK cTapaeTcsi NOCETUTb T€ UMN UHblE CalTbl, @ BO3MOXHO U YaTbl,
paspelleHne Ha nocelleHne KOTOPbIX OH He nony4un 6bl oT poautenen. lMoatomy
poauTensamMm ocobeHHO nonesHbl OyayT Te OT4eTbl, KOTOpble MNpefoCTaBnsTCA
nporpaMmamMn Mo orpaHnyeHuto ucnonob3oBaHnsa WHTepHeTa, T.e. Pogutensckun
KOHTPOSb UIK TO, YTO Bbl CMOXeTe YBUAETb BO BpeMeHHbIX channax. B pesynbrarte, y
pebeHka He OyaeT ollylleHus, YTO 3a HMM BeLeTCsl NMOCTOSHHbIA KOHTPOSb, OAHAKO,
poautenu 6yaoyT no-npexHemy 3HaTb, Kakme canTbl nocewaeTr ux pebeHok. [etn B
AaHHOM Bo3pacTte o6nagatT CUbHbIM YyBCTBOM CEMbM, OHM [LOBEPYMBbLI U He
COMHeBatoTcs B aBToputeTax. OHu NOBAT urpatb B ceTeBble Urpbl U NyTelwecTBOBaTb
no WHTepHeTy, UCNONb3ys 3SIEKTPOHHYI MOYTY, 3aXOAWTb Ha CaWTbl U 4aTtbl, He
pPEKOMEeHO0BaHHbIE POOUTENSMM.

CoBeTbl N0 6e3onacHocTh B ceTn VIHTepHeT ana aeten 7 - 8 net

1. Co3ganTe cnMCOK OOMaLUHUX npaBun noceweHns VIHTepHeTa npu yyactum geten m
TpebynTe ero BbIMOMHEHNS.

2. Tpebynte oT Bawero pebeHka cOBNIOAEHNA BPEMEHHBLIX HOPM HaxXOXOAEHUS 3a
KomnbtoTepoM. [okaxuTe pebeHky, 4To Bbl HabnwgaeTte 3a HAM He noToMmy 4to Bam
9TO Xo4eTcs, a noTomMy 4YTo Bbl Hecnokontecb 0 ero 6e3onacHOCTM U Bcerga rotosbl
€My NoMoub.

3. KomnbloTep ¢ noakntodeHnem K MIHTepHeTYy OOMmKEeH HaxoguTbCs B OOLWEN KOMHaTe
nog NPMCMOTPOM poauTenen.

4. VicnonbaynTte cneuunanbHble 4eTCKME NOUCKOBbIE MAaLUMHbI.

5. Ncnonb3ynTe cpeactea 6nokMpoBaHUSA HexenaTeslbHOro KOHTEeHTa Kak AOMOfIHeHne
K CTaHOapTHOMY PoanTensCKOMY KOHTPOSHO.

6. Cosgante ceMerHbl 3NEKTPOHHbLIM ALWKUK, 4YTOBbl HEe MO3BONMUTL AETAM MMETb
cobCcTBEHHbIE agpeca.

7. bnokupynTte goctyn K cantam ¢ 6ecnnaTtHbIMX NOYTOBBLIMU SLLMKAMWU C MOMOLLLIO
COOTBETCTBYIOLLErO NPOrpaMmMHoOro obecneveHms.

8. [lpuyunte peten coBeToBaTbCcs C Bamu nepen onybnukoBaHuem Kakom-nnbo
NHOPMaUUM CpeacTBaMU SNEKTPOHHOM MOYThbl, 4YaTOB, PErMCTPALMOHHBLIX OOPM U
npodunen.

9. Hayunte peten He 3arpyxaTb annbl, nporpammbl MNn My3biky 6e3 Bawero
cornacwus.

10. He paspewante p[etaM UCMNOMNb30BaTb CNyXObl MrHOBEHHOro obmeHa
COOOLLLEHNAMMN.

11. B "6enbiin" cnucok cantoB, paspeLLEHHbIX Af1si NOCELLEHNS, BHOCUTE TONMbKO CaunThbl
C XopoLuen penytaumen.

12. He 3abbiBarite GecegoBaTb ¢ AeTbMU 06 MX Opy3bsX B VIHTepHeTe, Kak ecnu Obl
peyb LWa 0 ApY3bsX B pearnibHOM KU3HMU.

13. He penanite "taby" 13 BONPOCOB NOMOBON XWN3HW, TaK Kak B VIHTepHeTe aeTn mMoryT
Nerko HaTKHYTbCHA Ha NopHorpaduio UnNn cantsl "ansa B3pocrbIx".

14. TMpuyunte Bawero pebeHka coobwaTb Bam O nbbIX yrpo3ax wunu TpeBorax,
cBsA3aHHbIX ¢ MIHTepHeTOoM. OcTaBanTeCcb CNOKOWHbIMU M HAanOMHUTE OETSM, YTO OHU B
GesonacHoCcTM, ecnu camu pacckasanu Bam O CBOMX TpeBorax. [loxsBanute ux u
NOCOBETYNTE NOLOWTU eLle pa3 B NOA0BHbIX CriyyYasix.

BospacTt geten ot 9 oo 12 net

B maHHOM BO3pacTe AeTu, Kak npaBurio, YXXe HachbllaHbl O TOM, Kakas MHgopmauus
cywectByet B MHTepHeTe. COBEPLUEHHO HOPMAanbHO, YTO OHWU XOTAT 3TO YBUAETD,
npo4vecTb, ycnblwaTtb. [py 3TOM HYXXHO MNOMHUTb, YTO AOCTYN K HeXenaTenbHbIM



mMaTepuanaMm MOXHO nerko 3abnokupoBaTb nNpu NoMOWM cpeacts Poantenbckoro
KOHTPOIS.

CoBeTbl No 6e3onacHocTn ons geten ot 9 go 12 net

1. Cosgante CnNMCoK JOMaLLHMX NpaBun noceweHus VIHTepHeT npu yvyacTum geten u
TpebynTe ero BbINOMHEHNS.

2. Tpebynte oT Bawwero pebeHka cobniogeHnsi HOpM HaxoXAEHNS 3a KOMMNbIOTEPOM.

3. Habniopgante 3a pebeHkom npu paboTe 3a KOMNbIOTEPOM, MOKaXuTe emy, 4To Bbl
Becnokontecb 0 ero 6e30nacHOCTM 1 BCerga rotoBbl oka3aTb eMY NOMOLLb.

4. KomnbloTep ¢ noaknoyeHnem B WHTepHET OOMMKEH HaxoamTbCsa B oOLLien KoMHaTe
nos NPUCMOTPOM poauUTESIEN.

5. Vicnonb3ynte cpencrtea GrNOKMPOBAHNA HEXeNaTenbHOro KOHTEHTa Kak AOMOSIHEHME
K cTaHAapTHOMY PoauMTenbCcKkoMy KOHTPOITH.

6. He 3abbiBanite npuHMMaTb HENoOCpPeaCTBEHHOE Yy4vacTue B Xu3sHu pebeHka,
B6ecenoBaTb C AeTbMU 00 MX Apy3bsx B IHTepHeTe.

7. HacramBante, 4tOObl [€TM HMKOr4a He cCoOrfawanucb Ha NU4YHble BCTpeYn C
apy3bsimu no VIHTepHeTy.

8. lMo3Bonante OeTtaM 3axoauTb TONMbKO Ha canTbl M3 "Genoro" cnucka, KOTOpbIn
co3ganTe BMECTe C HUMMW.

9. lMpuyunte peTer HuKOrga He BbldaBaTb NUYHYKD MHGOPMaUMo cpencTBaMu
9NEKTPOHHOM  MOYTbl, YaToOB, CWUCTEM MrHOBEHHOro obmeHa CcoobBLLEHNAMMU,
PErncTpaunoHHbIX (OpPM, NUYHBIX MPOdUNIEn M NpU perncTpauum Ha KOHKYpCbl B
NHTepHeTe.

10. Mpuyunte pgeten He 3arpyxaTb nNporpammbl 6e3 Bawero paspeweHuns. O6bacHUTe
MM, YTO OHM MOTFYT CIydalHO 3arpy3vTb BUPYCbl UMM OPYroe HexenatenbHoe
nporpaMmmHoe obecneveHue.

11. Cospante Bawemy pebeHKy OorpaHuMYeHHyk Y4YeTHyl 3anucb ans paboTtbl Ha
KOMMblOTEpE.

12. lMpuyunte Bawero pebeHka coobwate BaM O MbbIX yrpo3ax unm Tpesorax,
cBsi3aHHbIX ¢ NHTepHeTOM. HanomHuTe getsam, 4To oHM B 6e3onacHOCTKU, ecrniv camu
pacckasanu BaM O CBOMX TPEBOrax u ornaceHusx.

13. PacckaxuTe getsam o nopHorpadum B IHTepHeTe.

14. HacrtamBamte Ha TOM, 4TOObI O€TM MNpeaocTaBnaAnM BamM AOCTYN K CBOEN
9NEKTPOHHOM NoYTe, YTobbI Bbl YOEANNnChb, YTO OHM He OBLLaTCA C HE3HAKOMLUaMM.
15. O6bsACHMTE [EeTsaM, 4YTO Henb3s WCNoNb30oBaTb CETb ANA  XYNUraHcTBa,
pacnpoCcTpaHeHns CnieTeH unm yrpoas.

Bospact geten ot 13 go 17 nert

B aTom BO3pacTe MOApPOCTKM aKTUBHO MCMOMb3YHT NMOUCKOBbLIE MalUWHbI, MOSb3YHTCS
SMEKTPOHHOM MNOYTON, cnyx6amuM MrHoBeHHOro obmeHa CcoobLEeHMAMN, CKayMBaroT
My3blky U punbmbl. Manbyunkam B 3TOM BO3pacTte Gonbllie No HpaBy cCMmeTaTb BCe
OrpaHUYeHns, OHM XaxayT rpyboro tomopa, asapTHbIX UrP, KApPTUHOK "Onsi B3pOChbiIxX".
[eBoykn npegnouymTaloT obuwatbCs B 4aTax, MNpuM 3TOM OHM ropa3go 6Gonee
YYBCTBUTENbHbI K CEKCYanbHbIM JOMOraTenscream B VIHTEpHeTe.

3ayacTylo B JaHHOM BO3pacTe poauTeNnsaM yXKe BeCbMa CIIOXXHO KOHTPONMpPOBaTb CBOUX
aeTen, Tak kKak 06 VIHTEpHETE OHM yXKe 3HAKT 3HAYNTENBbHO BOnNbLLE CBOMX POAUTENEN.
Tem He MeHee, He oTnyckanWTe pgeten B "cBobogHoe nnasaHue" no WHTepHeTy.
Crapantecb akTUBHO y4yacTBoBaTb B 06LeHnn pebeHka B VIHTepHeTe.

BaxHo no-npexHemy cTporo cobniogate npasuna WHTepHeT-6e3onacHocTn -
cornaweHune mexay pogutensamu n getbMu. Kpome 10ro, He06XoauMO Kak MOXHO Yalle
npocmMaTtpuBatb OT4eTbl O AesTenbHocTn aeten B WHTepHeTe. CneayeT obpatutb
BHMMaHME Ha HeobXooMMOCTb COAepXaHWs poaMTENbCKUMX naponien (naponen
aAMWHNCTPaTOPOB) B CTPOroM cekpeTe M 00paTuTb BHMMaHME Ha CTPOroCTb ITMX
naponewn.



CoBeTbl N0 6e3onacHoCcTK B 3TOM Bo3pacTte oT 13 go 17 net

1. Cospgante CNUCOK AOMalLHMX npaBun noceweHns WHTepHeTa npu  ydacTum
noapoCcTKoB M TpebynTte 6e3ycrnoBHOro ero BbinofnHeHus. O6roBopute ¢ pebeHkoM
CMMCOK 3anpelleHHbIX canToB ("4yepHblM cnmncok"), 4vacbl paboTbl B VIHTepHeTe,
PYyKOBOACTBO no obLieHunio B IHTepHeTe (B TOM YnUCrie B YaTax).

2. KomnbloTep € nogkroyeHmem K cetn VHTepHeT OOoSmKeH HaxoguTbes B obLien
KOMHarTe.

3. He 3abbiBante 6ecenoBaTtb C AeTbMn 06 X Apy3bsax B VIHTEpPHETE, O TOM, YEM OHMU
3aHATbl Takum obpasom, byaTo pedb naeT o Apy3bsX B peanbHoW XusHu. CnpaluvsanTte
0 ngsx, C KOTopbIMW OeTyn obuiarTca NocpeacTBOM CryX0 MrHoBeHHoro obmeHa
coobueHnammu, 4Tobbl yoeanTbca, YTo 9TM NoAN UM 3HAKOMBbI.

4. Ncnonb3ynTte cpeacTBa GrOKMPOBaHUS HEXeNaTenbHOro KOHTEHTa Kak AOMNOSIHEHME
K cTaHOapTHOMY PoauTensCcKkoMy KOHTPOSTHO.

5. Heobxogumo 3HaTb, KakMmu 4aTtamu nonb3yotrca Bawwn pgetu. [lMoowpsante
NCrnonb3oBaHWe MOAEPUPYEMbIX YaTOB M HacTavBauTe, 4YTObObl OeTu He obwanucb B
NPYBaTHOM pPEXMME.

6. HactamBanTte Ha TOM, 4YTODObI AeTW HUKOr4a He BCTpeYvanucb NIMYHO C OpY3bsMU U3
ceTn NHTepHerT.

7. Tlpuyynte pOeten He BbldaBaTb CBOK JUYHYHO UWHGOPMauuUo cpencreamu
9NIEKTPOHHOM  MNOYTbl, 4aTOB, CUCTEM MFHOBEHHOro OOMeHa CcoobLeHnaMH,
PEermcTpaunoHHbIX OpPM, NUYHBLIX Npoduen U Npu perncTpaumm Ha KOHKYpPCbl B
NHTepHeTe.

8. MNMpuyunte geten He 3arpyxaTtb nporpammbl 6e3 Bawero paspeweHus. O6bsicHUTe
MM, 4YTO OHM MOFYT CIyYalHO 3arpysnTtb BUPYCbl UMW OpYyroe HexenatenbHoe
nporpaMmmHoe obecneveHue.

9. lMpuyunte Bawero pebeHka coobwatb BaMm O nOObLIX yrpo3ax WnNu TpeBorax,
CBSA3aHHbIX C VIHTepHeTOM. HanomHuTe getsam, 4To OHM B HGe3onacHOCTU, ecrnn camu
pacckasanu Bam, O CBOMX Yrposax unu TpeBorax. [loxBanuTe ux M NOCOBETyWTEe
nogonTu eLle pas B NoA0BHbIX Criyvasix.

10. Pacckaxute getam o nopHorpadum B NHTepHeTe. Nomornte nm 3awmnTmUTbCca OT
cnama. HayumTe nogpocTKOB He BblgaBaTb B VIHTepHeTe CBoero pearbHOro
9NEKTPOHHOro agpeca, He OoTBeYaTb Ha HexenaTerbHble NUCbMa M UCNONb30BaTb
crneunasnbHble NoYTOBbIE PUMBbTPbI.

11. Mpuyunte cebsa 3HaKOMUTBLCA C cCanTaMm, KOTOpble NOCELLAaT NOAPOCTKM.

12. Hayunte geten yBaxaTb ApPYrMx B UHTepHeTe. YbeamTecb, YTO OHU 3HAKOT O TOM,
4YTO NpaBura XopoLlero noBeaeHUst AEUCTBYIOT Be3[e - JaXe B BUPTyanbHOM MUpe.

13. OObsAcCHUTE [eTsM, YTO HWM B KOEeM criydyae Henb3s ucnonb3oBatb CeTb ang
XyIMraHcTBa, pacnpocTpaHeHUs CniieTeH Unun yrpo3 Apyrum Nioasm.

14. Obcygute ¢ nogpoctkamy npobnemMbl CeTeBbIX a3apTHbIX UIP U UX BO3MOXHbIN
puck. HanomHuTe, YTO AE€TU HE MOTYT UrpaTb B 3TN UrPbl COrMacHO 3aKOHY.

[MOCTOSIHHO KOHTpoONnUpynTe wucnonb3oBaHue WIHTepHeTa Bawwum pebeHkom! 31O He
HapyLleHne ero fMYHOro MpoCTpaHCTBa, a Mepa MNpPegoCTOPOXKHOCTU U MpOosiBrieHne
Bawen poantenbckon OTBETCTBEHHOCTU M 3a00Thl.



